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Abstract: Network effects, economies of scale, and lock-in-effects increasingly lead to a concentra-
tion of digital resources and capabilities, hindering the free and equitable development of digital
entrepreneurship, new skills, and jobs, especially in small communities and their small and medium-
sized enterprises (“SMEs”). To ensure the affordability and accessibility of technologies, promote
digital entrepreneurship and community well-being, and protect digital rights, we propose data
cooperatives as a vehicle for secure, trusted, and sovereign data exchange. In post-pandemic times,
community /SME-led cooperatives can play a vital role by ensuring that supply chains to sup-
port digital commons are uninterrupted, resilient, and decentralized. Digital commons and data
sovereignty provide communities with affordable and easy access to information and the ability to
collectively negotiate data-related decisions. Moreover, cooperative commons (a) provide access to
the infrastructure that underpins the modern economy, (b) preserve property rights, and (c) ensure
that privatization and monopolization do not further erode self-determination, especially in a world
increasingly mediated by Al Thus, governance plays a significant role in accelerating communi-
ties’/SMEs’ digital transformation and addressing their challenges. Cooperatives thrive on digital
governance and standards such as open trusted application programming interfaces (“APIs”) that
increase the efficiency, technological capabilities, and capacities of participants and, most importantly,
integrate, enable, and accelerate the digital transformation of SMEs in the overall process. This review
article analyses an array of transformative use cases that underline the potential of cooperative data

Digital 2023, 3, 146-171. https:/ /doi.org/10.3390/ digital3030011

https:/ /www.mdpi.com/journal/digital


https://doi.org/10.3390/digital3030011
https://doi.org/10.3390/digital3030011
https://creativecommons.org/
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://www.mdpi.com/journal/digital
https://www.mdpi.com
https://orcid.org/0000-0003-1478-6991
https://orcid.org/0000-0002-4269-830X
https://orcid.org/0000-0002-3600-9221
https://orcid.org/0000-0001-9700-2173
https://orcid.org/0000-0002-0410-3248
https://orcid.org/0000-0002-2863-1360
https://orcid.org/0000-0002-9763-4047
https://doi.org/10.3390/digital3030011
https://www.mdpi.com/journal/digital
https://www.mdpi.com/article/10.3390/digital3030011?type=check_update&version=1

Digital 2023, 3

147

governance. These case studies exemplify how data and platform cooperatives, through their innova-
tive value creation mechanisms, can elevate digital commons and value chains to a new dimension of
collaboration, thereby addressing pressing societal issues. Guided by our research aim, we propose a
policy framework that supports the practical implementation of digital federation platforms and data
cooperatives. This policy blueprint intends to facilitate sustainable development in both the Global
South and North, fostering equitable and inclusive data governance strategies.

Keywords: data; cooperatives; open data; data stewardship; data governance; digital commons; data
sovereignty; open digital federation platform

1. Introduction

Understanding the urgent need to democratize the digital landscape requires a clear
acknowledgment of the problems we are facing today. As the digital world continues to
evolve, we witness an alarming concentration of power within a small number of “cloud
empires” [1]. This dominance not only undermines market competition but also poses
significant threats to data privacy, autonomy, and equitable access to digital resources.
These cloud empires exercise overwhelming control over markets and consumer data,
creating an environment that often lacks transparency and accountability. They also dictate
the terms of data usage, commodification, and sharing, often side-lining individual and
community rights over their own data. These trends are fundamentally problematic as
they exacerbate digital inequality and stifle the potential for innovation and participatory
digital engagement.

Responding to this state of affairs, our research argues for the transformative potential
of data cooperatives as a viable solution. Data cooperatives, rooted in principles of demo-
cratic governance, collective ownership, and equitable data practices, offer a promising
alternative. They empower individuals and communities by enabling them to assert control
over their data, thus challenging the dominance of cloud empires. Through the detailed
case studies and policy recommendations presented in our paper, we seek to not only con-
tribute to the ongoing discussions around digital commons but also to provide actionable
strategies for achieving a more equitable, inclusive, and democratic digital world.

Our research aim is to integrate the digital commons [2] discourse with the practical
execution of data cooperatives [3,4] and digital federation platforms. Through a compre-
hensive analysis of various case studies, we strive to develop a robust policy framework
designed to facilitate the adoption and effective operation of these digital structures. We
contend that such structures offer a potential solution to the prevailing issue of digital re-
sources and capabilities being disproportionately concentrated in the hands of a few entities.
Our objective, therefore, is to articulate a roadmap towards more equitable and inclusive
digital data governance, underpinned by cooperative principles and communal benefits.

1.1. Challenges That Must Be Overcome

The primary challenges addressed by this review article are the concentration of digital
resources and capabilities in the hands of a few dominant players, the subsequent erosion
of digital entrepreneurship and job opportunities, and the negative impacts on small
communities and SMEs. These issues hinder the achievement of Sustainable Development
Goals (SDGs) 8, 9, and 11, which emphasize inclusive and sustainable economic growth,
innovation, and resilient communities. Key challenges that can be addressed by data and
platform cooperatives are summarized in Table 1 and Figure 1.
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Table 1. Key challenges to be addressed by data and platform cooperatives.

Key Challenge Description

The network effects, economies of scale, and lock-in
effects experienced by large technology companies have
led to an increasing concentration of digital resources
and capabilities. This creates a barrier for new entrants,
particularly SMEs and small communities, stifling
competition, and innovation.

Market Concentration

Due to the monopolistic nature of the digital landscape,
small communities and SMEs often lack affordable and
accessible digital infrastructure and resources, leading to
digital exclusion and perpetuating inequality.

Digital Exclusion

Many small communities and SMEs lack robust data
Insufficient governance structures and open standards, making it
Data Governance difficult for them to harness the full potential of
data-driven insights and decision-making.

The existing concentration of resources and capabilities
in the digital landscape contributes to a skills gap in

Underdgx&elope.d Skills small communities and SMEs, limiting their ability to
and Capacity participate in the digital economy and adapt to
technological advancements.
The increasing influence of Al-driven decision-making
Eroding and the dominance of a few major players in the digital
Self-Determination and landscape undermine the self-determination of small
Data Sovereignty communities and SMEs, restricting their ability to shape

their digital futures through data sovereignty [5].

This review article aims to address these challenges by proposing the establishment of
open digital federation platforms and data cooperatives, which can foster a more equitable
and inclusive digital ecosystem, empower small communities and SMEs, and support the
achievement of SDGs 8, 9, and 11. Data and platform cooperatives represent a novel ap-
proach to digital governance, emphasizing democratic decision-making, equitable benefit
distribution, and user rights protection. However, several challenges must be addressed to
ensure the viability and success of these models. These challenges span legal and regula-
tory frameworks, funding acquisition and financial sustainability, scalability and growth,
technological infrastructure development, and effective governance implementation.

Additionally, cooperatives must tackle issues related to awareness and adoption
among users, interoperability and data portability, data privacy and security, competi-
tive pressures from established businesses, and advocacy for supportive regulatory and
policy frameworks. A comprehensive examination of these challenges can provide valu-
able insights into the factors influencing the development and adoption of data and plat-
form cooperatives, paving the way for future research and practical applications in the
digita landscape.



Digital 2023, 3 149

Trust and transparency Data security and privacy % A % Legal and regulatory compliance
: )
20 =
) S Financial sustainability
c o
L c
5 ©
. . = O
Innovation and adoption ;g), S A\ Political landscape
= & ]I
%’ Market positioning and differentiation "+gg*
> =
Stakeholder engagement ;q Data quality and standardization
¥ S~ Collaboration i
. . - IV° 2R /o) “° Market competition ¥
@ Education and Capacity Building 8 & andl partrerships o

GEQ Governance

and Decision-Making

o S @é@ %Scalability
EC—))‘Z infrastructure @@

interoperability

‘e C‘\'\no\og

Managing Expectations and Demonstrating Value @

Figure 1. Challenges that might arise for data and platform cooperatives in the areas of regulation, law, governance, and policy; technology and innovation as well
as market and competitiveness (own depiction).
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1.2. Definitions of Key Concepts

Data sovereignty [5,6], open digital federation platforms, data cooperatives, and plat-
form cooperatives are interrelated concepts central to our research. Our study’s central
argument lies in their intersection and the cooperative and democratic principles they
embody. Data sovereignty pertains to the legal assertion that digital information conforms
to the laws and governance structures of the jurisdiction where it is collected, processed,
or stored [7,8]. This principle requires that organizations and individuals exercise con-
trol, management, and protection of their data in accordance with the relevant legal and
regulatory framework [9]. In the context of data privacy, cross-border data transfer, and
cloud computing, data sovereignty has become a critical factor that underscores the need to
adhere to local privacy, security, and compliance requirements when handling and transfer-
ring data across international borders [7,8,10-14]. Data sovereignty extends beyond formal
institutional structures and involves various modes of governance, including informal
mechanisms that prioritize specific cultural contexts and rights. An essential dimension of
this broader understanding of data sovereignty is Indigenous Data Sovereignty, a concept
that goes beyond the traditional jurisdictional laws and governance structures. The CARE
Principles for Indigenous Data Governance, as articulated by Carroll et al., 2020 [15], are
an enlightening example of such an informal yet vital governance model. The principles
emphasize the right of Indigenous peoples to govern the collection, ownership, and ap-
plication of data about their communities. The acronym “CARE” stands for Collective
Benefit, Authority to Control, Responsibility, and Ethics. Collective Benefit means that
data activities should align with Indigenous values and deliver discernible benefits to the
Indigenous communities from which the data originates. Authority to Control reaffirms
the Indigenous peoples’ right to control information about their people, traditions, and
territories. Responsibility refers to the duty to consult with and include Indigenous com-
munities in data processes and uses. Ethics necessitates respect for Indigenous peoples’
values and rights in all data practices. In acknowledging these principles, we recognize the
pluralistic nature of data sovereignty, emphasizing that it must always be rooted in the local
context and respect local rights and traditions. Such an understanding of data sovereignty
illuminates our exploration of data cooperatives and emphasizes the importance of cultural
sensitivity, inclusivity, and ethical responsibility in data governance practices. Open digital
federation platforms, or federated platforms, represent collaborative online ecosystems
that encourage data sharing, interoperability, and cooperation among various stakeholders
through a federated structure. In such a setting, the term “federation” denotes a group of
entities united under a central system or governance structure, maintaining autonomy and
control over their resources. The platform’s openness promotes transparency, innovation,
and collaboration, thus fostering a more inclusive and interconnected digital environment.
A data cooperative (Figure 2) is also known as a data co-op (whereas data trusts are a
different data stewardship model to a data cooperative. The trust model is based on a
board of trustees who have a fiduciary duty towards data subjects and are not necessarily
controlled directly be them, whereas data cooperatives have stronger democratic gov-
ernance and data decisions are made either by the cooperative members themselves or
officers that are employed by the members to act on their behalf [16]). Refs. [3,4,17-21],is a
member-owned and governed organization that facilitates the design, collection, processing,
pooling, management, analysis, and/or sharing of data among its members in a collective,
democratic, and transparent manner. This collaborative structure allows members to retain
control over their data while benefiting from the collective resources, knowledge, and
expertise within the cooperative. As noted by the European Union’s Data Governance
Act, data cooperatives can also be used by individuals and micro-entrepreneurs through
data donation/altruism to negotiate and informedly choose terms and conditions for data
processing prior to consent and allow for mechanisms to exchange views on data pro-
cessing purposes and conditions that would best represent their interests. As such, data
cooperatives aim to promote data sovereignty and overcome the data divide. In the context
of data cooperatives, “democratic” governance emphasizes the representational power of
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the cooperative, empowering traditionally underrepresented or misrepresented individ-
uals in the digital space by providing them with a self-determined voice and equitable
participation in decision-making processes [22], equitable data access, and data-driven
innovation by fostering an environment of trust and cooperation. By enabling the sharing
and repurposing of data, data cooperatives can generate significant economic, social, and
environmental benefits for their members and the wider community [3,17-20,23-28]. A
platform cooperative, or platform co-op, also referred to as a co-operative platform in some
instances, is a type of digital platform that is owned and governed by its members, who are
often the platform’s users, workers, or other stakeholders [29]. It is an alternative to the
traditional model of digital platforms, which are typically owned and controlled by private
corporations seeking to maximize profits for shareholders. Platform cooperatives empha-
size democratic governance, fair distribution of profits, and the well-being of their members.
They often operate based on cooperative principles, which include voluntary and open
membership, democratic member control, member economic participation, autonomy, and
independence, education and training, cooperation among cooperatives, and concern for
the community based on the International Co-operative Alliance’s seven principles of the
cooperative identity. These platforms can be found in various sectors, such as ride-sharing,
e-commerce, social networking, online marketplaces, and even agriculture [30,31]. By shift-
ing the ownership and control to the users and workers themselves, platform cooperatives
aim to create more equitable, sustainable, and socially responsible alternatives to traditional
digital platforms [32-37]. Platform co-operatives include sub-category data co-operatives,
not vice versa [32-38]. Digital commons, a shared virtual realm where digital knowledge,
information, and assets are managed collectively by a community, serve as a foundation
for our research. This concept encompasses open-source software, research data, creative
works, educational materials, and various digital content. With principles of collaboration,
openness, and participatory governance, digital commons offer users the freedom to access,
create, modify, and disseminate resources within a defined set of guidelines or rules. Digital
commons present an alternative to traditional models of intellectual property by fostering
open access, collaborative innovation, and knowledge sharing. In doing so, they alleviate
barriers to information, encourage community ownership, and contribute to knowledge
democratization, fostering more inclusive, sustainable digital ecosystems.

Our study builds upon the concept of digital commons, harnessing its ethos to propose
the implementation of data cooperatives and digital federation platforms. We argue that
these structures have the potential to address the issues of concentrated digital resources
and capabilities while bolstering the democratic ethos of the digital commons. To this end,
the essential role of digital commons in our research question is highlighted. We aim to
enhance the reader’s understanding of the unique contributions of our study to the existing
literature by contextualizing our arguments within the broader digital commons frame-
work [39-45].

Digital rights encompass the human rights and legal protections that individuals and
organizations possess in the context of digital technology, the internet, and the online
environment. These rights extend traditional human rights, such as privacy, freedom of
expression, and access to information, to the digital realm. Key aspects of digital rights
include the right to protect personal information, share and access information and opin-
ions online, seek and receive information through digital channels, protect one’s creations
and innovations, and use digital technology without fear of surveillance, cyberattacks, or
harassment. Digital rights advocacy aims to promote and defend these rights against chal-
lenges such as government surveillance, corporate data collection, and online censorship,
ensuring a more open, inclusive, and democratic digital environment for all [7,23,46-52].
Barcelona, NYC, and Amsterdam established the Cities Coalition for Digital Rights ad-
vocated by the UN, and now encompasses more than 50 global cities in the protection of
citizens’ digital rights [47-49].
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2. Methods

Our research adopted a systematic and criterion-based approach to explore the con-
cepts of digital commons, data cooperatives, and digital federation platforms. The primary
sources of our data were academic literature, case studies, policy documents, and regulatory
frameworks. To gather these, we followed a detailed methodological process outlined below.

We commenced our research with a comprehensive literature search, primarily using
databases such as Google Scholar, Scopus, Web of Science, and the IEEE Xplore Digital
Library. Our search encompassed a broad range of keywords and combinations thereof,
including “digital commons”, “data cooperatives”, “digital federation platforms”, “plat-
form cooperatives”, “data governance”, and “data sovereignty”, among others. The search
was not confined to a particular time frame to capture the rich history and development of
these concepts. However, we prioritized recent literature to maintain the relevance and
applicability of our research. The titles, abstracts, and keywords of the searched articles
were screened based on their relevance to our research topic. Full-text articles that met the
initial screening criteria were then downloaded for detailed review.

For the selection of case studies, we followed a criterion-based approach. We sought
case studies that provide substantial insight into the implementation and impact of data
cooperatives, digital federation platforms, and platform cooperatives. We looked for ex-
amples that depict their governance structures, operational mechanisms, challenges, and
achievements. The case studies were obtained from a variety of sources, including academic
articles, reports from research institutions, grey literature, and online databases dedicated
to platform cooperatives and digital commons. The selected case studies were then used to
inform the analysis and provide real-world evidence for the discussions and arguments
presented in the research.

In terms of analysis, we employed a thematic approach. Once the relevant literature
and case studies were identified, we extracted and synthesized information related to the
key themes of our research. We mapped the relationships between the key concepts of
digital commons, data cooperatives, and digital federation platforms, and highlighted
how they can contribute to more equitable and sustainable digital ecosystems. We also
performed a critical analysis of the successes, challenges, and limitations associated with
these concepts, thereby addressing the need for a balanced evaluation. Moreover, we
explored how the structures and principles of digital commons, data cooperatives, and
digital federation platforms can be harnessed to develop a policy framework that addresses
the challenges of data concentration and digital inclusivity. Our analytical methods were
systematically structured to develop our policy recommendations. It involved a rigorous
process of synthesizing evidence from diverse sources, assessing various policy approaches,
and shaping our recommendations accordingly. The step-by-step process we employed is
outlined as follows:

The initial phase of our analysis involved synthesizing the collected evidence. After
carefully reviewing the selected literature and case studies, we extracted and compiled rele-
vant data regarding digital commons, data cooperatives, and digital federation platforms.
This compilation was comprehensive, covering diverse dimensions, such as their structure,
operation, impact, and challenges faced in implementation. Our evidence synthesis did
not just rely on empirical data but also involved a critical interpretation of the findings in
relation to the overall research context.

The synthesized evidence allowed us to identify various policy approaches, which
were then thoroughly assessed. The assessment considered the feasibility, sustainability,
effectiveness, and inclusivity of these approaches. This evaluation was not conducted
in isolation; it was linked to the potential challenges of concentrated digital resources
and capabilities. We conducted an in-depth analysis of the pros and cons of each policy
approach, taking into account the complexities of the digital ecosystem and the diverse
stakeholders involved.

The final phase of our analysis involved shaping our policy recommendations. The
aim here was to develop policy suggestions that not only address the current challenges
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but also anticipate future developments in the digital ecosystem. The recommendations
were drawn from our comprehensive understanding of the strengths and limitations of
different policy approaches and their alignment with the principles of digital commons,
data cooperatives, and digital federation platforms. Our recommendations underwent a
rigorous refinement process, which involved revisiting the synthesized evidence, reassess-
ing the policy approaches, and realigning the recommendations to ensure their relevancy
and appropriateness. In conclusion, our analytical methods involved a systematic and
iterative process of synthesizing evidence, assessing policy approaches, and shaping rec-
ommendations. This approach facilitated the development of robust, evidence-based, and
forward-thinking policy recommendations that can guide the future of digital commons,
data cooperatives, and digital federation platforms.

We acknowledge the inherent limitations of our approach. The literature and case
study selection may be influenced by the availability and accessibility of resources, and
there may be relevant studies or examples not included in our review. Additionally, the
complex and evolving nature of the concepts studied means that our analysis is context
and time-sensitive. Despite these limitations, we strived to provide a comprehensive,
balanced, and up-to-date overview of our research topic, guided by the principles of rigor
and reflexivity.

3. Economic, Social, and Environmental Impact of Our Proposal

The implementation of our recommendations, including the establishment of digi-
tal federation platforms and data cooperatives, has the potential to generate significant
economic and social benefits for small communities and SMEs [3]. Data’s non-depletable
nature and reusability in the 21st century knowledge economy make it a valuable form of
capital [5]. Beneficial spill-overs arise when data are shared and repurposed for unforeseen
growth opportunities or societal benefits [6]. Data cooperatives can enhance trust, create an
environment for informed consent increasing data sharing, and consequently foster data-
driven innovation [2]. Data access and sharing can create “super-additive” insights, leading
to increasing returns to scope [53]. Under certain conditions, data may be considered an
infrastructural resource. Data access and sharing have been shown to generate positive
social and economic benefits for data providers, so-called direct impact, suppliers and
users, so-called indirect impact, and the wider economy, called induced impact. However,
quantifying these benefits is challenging [54]. Most recent studies [55] suggest that data
access and sharing can increase the value of data for holders, create 10 to 20 times more
value for users, i.e., indirect impact, and 20 to 50 times more value for the wider economy,
i.e., induced impact. In some cases, data access and sharing may reduce data holders’
producer surplus [56]. Overall, data access and sharing can generate benefits worth 0.1% to
1.5% of GDP for public-sector data and 1% to 2.5% of GDP (up to 4% in some studies) when
including private sector data [57]. Data, akin to R&D for 21st century innovation systems,
shares properties such as being an intangible asset, enabling knowledge creation with
societal spill-overs, and facing investment incentive challenges [58]. Organizations may
capture private benefits but not always recognize broader societal benefits [5]. Significant
potential for value generation in an economy by cooperative data sharing and subsequent
data value generation can be expected in those sectors which already have the activities
with the largest share of total value added (value added by activity shows the value added
created by the various industries (such as agriculture, industry, utilities, and other service
activities). The indicator presents value added for an activity, as a percentage of total value
added. All OECD countries compile their data according to the 2008 System of National
Accounts (SNA). i.e., services (46-80%), industry (14-32%), etc. (Figure 3, [59]). However,
it should be highlighted that sectors with low productivity and low digital maturity, i.e.,
construction, forestry, etc., might actually have the highest value growth potential. Data
cooperatives play a crucial role in leveraging the collective strength of their members,
resulting in various positive outcomes. While the correlation between the value genera-
tion of data cooperatives and the value added by producing goods and services might be
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interplay is complex and influenced by a host of factors. For instance, the value generated
by data cooperatives is multi-dimensional, encompassing not just economic but also social,
democratic, and individual empowerment facets. It influences the decision-making, oper-
ational efficiency, and strategic planning that contribute to the production of goods and
services. On the other hand, the value added by these sectors, such as services or industry,
can enhance the resources and capabilities of data cooperatives, fueling their growth and
strengthening their value proposition.

OECD National Accounts Statistics (2022 data)

Value added by activity (indicator) as a percentage of total value added
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Figure 3. Value added by activity for all G20 economies [59]. Value added reflects the value gener-
ated by producing goods and services and is measured as the value of output minus the value of
intermediate consumption. Value added also represents the income available for the contributions of
labor and capital to the production process (own depiction).

Moreover, sectors with low productivity and digital maturity, such as construction
and forestry, may hold untapped potential. Given the right digital tools, data-sharing
infrastructure, and cooperative framework, these sectors could witness significant value
growth. Therefore, the relationship between data cooperatives and value-added sectors is
not linear causality but a complex, intertwined process influenced by multiple variables,
both internal and external. In essence, it is a dynamic, symbiotic relationship where growth
and value generation in one can potentially foster progress in the other.

By pooling cooperative resources (Figure 4A), these organizations promote improved
resource allocation and job creation, which contributes to economic growth and supports
community development. As members work together, sharing knowledge, skills, and
resources, social cohesion within the community is also strengthened, fostering a sense
of unity and collaboration. Data cooperatives can lead to improved resource efficiency
and can lead to the collection of better data through the direct relationship that members
have with the data governance mechanisms of the cooperative and shared aspirations by
optimizing the use of available assets and reducing waste, ultimately promoting more
sustainable practices. Furthermore, they can help establish fair and equitable compensation
systems, ensuring that members receive appropriate rewards for their contributions. In
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Economic Impact

1. Improved resource
allocation and new skills &
job creation (SMEs)

2. Collective innovation and
digital entrepreneurship

3. Enhanced market access

4. Inclusive investment

Contribution to SDGs

summary, data cooperatives harness the power of shared resources to drive economic,
social, and environmental benefits, making them an essential component of modern data-
driven ecosystems. The virtuous cycle of data cooperatives (Figure 4) encompasses four
interconnected dimensions: (A) collaborative resource pooling, (B) cooperative innova-
tion, (C) cooperative data market expansion, and (D) cooperative ROL This cycle starts
with pooling resources, which fosters innovation and expands market opportunities. As
cooperative investments yield sustainable and inclusive returns, the cycle circles back to
optimizing resources, reinforcing the positive economic, social, and environmental impacts.
This interconnected cycle promotes a sustainable and inclusive future for data cooperative
members and their communities.

(B) cooperative innovation Social Impact

5. Strengthened social cohesion in
small communities

6. Enhanced decision making through
federated learning

7. Community empowerment and self
determination

8. Inclusive growth dividend

Digital

Commons
(A) cooperative A Lo ©) (C) cooperative
Contribution to data market
resource @ @ @ SUSTAINABLE
. DEVELOPMENT expansmn
pooling G“"‘ALS
Environmental Impact
9. Improved resource efficiency
10. Support for green innovation
11. Environmental monitoring and
management markets
12. Renewable Investment in zero
carbon data centers

-E

(D) cooperative ROI

Figure 4. Virtuous cycle of economic, social, and environmental impact of data cooperatives
(own depiction).

Cooperative innovation (Figure 4B) emphasizes the power of collaborative efforts
within data cooperatives to drive ground-breaking ideas and solutions. By leveraging
shared knowledge and resources, members can make better-informed decisions and ex-
plore novel approaches to challenges. This collective spirit not only fuels technological
advancements and process improvements but also nurtures environmentally conscious
practices and sustainable development. Through synergistic collaboration, data cooper-
atives enable their members to tackle complex global issues while fostering a culture of
creativity and sustainability.

Cooperative data market expansion (Figure 4C) highlights how data cooperatives fa-
cilitate greater market access and empower their members including individuals and SMEs.
By pooling resources and sharing knowledge, cooperatives enable small businesses and
communities to tap into new opportunities, extending their reach beyond geographical con-
straints. Additionally, data cooperatives play a vital role in promoting self-determination
and fostering growth in environmental monitoring and management markets. This market
expansion helps drive sustainable development, ensuring the prosperity of both members
and the environment.

Cooperative ROI (return on investment, see Figure 4D) emphasizes the shared value
creation and inclusive growth resulting from cooperative investment in data cooperatives.
By prioritizing sustainable investments, such as renewable energy in zero-carbon data
centers, cooperatives minimize their environmental impact while maximizing the benefits
for their members. This approach ensures that the economic gains from the cooperative are
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distributed equitably and reinvested in the cooperative itself, promoting a sustainable and
inclusive growth model.

By highlighting the economic, social, and environmental impact of our proposal, we
emphasize the importance and potential benefits of digital federation platforms and data
cooperatives in fostering inclusive and sustainable growth for small communities and
SMEs. These impacts serve as a compelling rationale for supranational organizations to act
and support the implementation of our recommendations.

4. A Path to Transformation—10 Case Studies

This section demonstrates the practical application of our recommendations by show-
casing transformative use cases and case studies from Asia and Africa, with limited exam-
ples from Europe and America (Table 2). It highlights the barriers and shortcomings that

demand policy action proposed in Sections 5 and 6.

Table 2. Exemplary transformative case studies.

Case Study Description
M-Pesa, a mobile money platform launched in Kenya, revolutionized financial
inclusion by providing affordable, accessible, and secure digital financial services to
Case Study 1: millions of unbanked individuals [60-62]. This example illustrates the transformative
Mobile Money in Africa potential of a digital platform that effectively empowers small communities and

(Kenya’s M-Pesa)

businesses. However, the challenge remains to extend the benefits of such platforms to
other sectors, including education, healthcare, and supply chain management, by
establishing data cooperatives and adopting open standards [63,64].

Case Study 2:
Digital Agriculture
in Asia
(India’s eKutir)

eKutir [65,66], a social enterprise in India, leverages digital technologies to empower
smallholder farmers through data-driven agricultural advice, access to finance, and
market linkages. By pooling data and resources from various stakeholders, eKutir
demonstrates the potential of a data cooperative to drive sustainable development in
rural communities. Yet, scalability and replicability of this model require supportive
policies and a robust digital governance framework [67,68]

Case Study 3:
Collaborative Land
Management in Africa
(Ghana's Farmerline)

Farmerline [69], a Ghanaian agriculture technology company, provides smallholder
farmers with timely and accurate agricultural information through mobile technology.
By pooling data from various sources, Farmerline exemplifies the potential of data
cooperatives to drive sustainable development and food security in rural areas. To
scale and replicate this model, supportive policies and a strong digital governance
framework are essential, along with financial support from international

partners [69,70].

SOLshare [71], a peer-to-peer energy trading platform in Bangladesh, enables rural

Case Study 4: communities to access affordable, clean energy by connecting solar home systems in a
Decentralized Renewable Energy in Asia  decentralized network. The platform exemplifies the transformative potential of data
(Bangladesh’s cooperatives in promoting sustainable development. Nevertheless, the broader
SOLshare) adoption of such models requires the development of open standards, APIs, and legal
frameworks that support data sharing and collaboration [72,73].
Nubank [74], a Brazilian digital bank, has successfully expanded access to financial
Case Study 5: . i S . . . .
Fintech for Financial services for millions of underserved individuals in the region. By leveraging digital
. technologies and data-driven solutions, Nubank illustrates the potential of innovative
Inclusion ot .
in South America platforms to empower small communities and businesses. Further development of
(Brazil’s Nubank) data cooperatives in this sector can facilitate better credit access and risk assessment
for SMEs, requiring supportive policies and collaboration between stakeholders [75].
Halodoc [76], an Indonesian telemedicine platform, connects patients in remote areas
with healthcare professionals through digital consultations, improving access to
Case Study 6: quality healthcare services. This initiative demonstrates the value of digital platforms

Telemedicine in Asia
(Indonesia’s Halodoc)

in addressing critical challenges faced by rural communities. The expansion of such
platforms, combined with the establishment of data cooperatives, can empower local
communities and healthcare providers to make more informed decisions. However,
this requires the development of robust data governance structures and open
standards [77,78].
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Table 2. Cont.

Case Study Description
Zenzeleni [79,80], a community-owned telecommunications network in South Africa, provides
Case Study 7: affordable internet access to rural communities by leveraging cooperative ownership and

Community Networks in Africa
(South Africa’s Zenzeleni)

management [81]. The initiative highlights the importance of local ownership and collaboration
in bridging the digital divide. However, regulatory barriers and limited resources impede the
expansion of such initiatives, calling for policy interventions and financial support from G20
countries [82,83].

Case Study 8:
Construction Industry
in Bavaria, Germany
(Germany’s
GemeinWerk)

GemeinWerk [3] proposed the first construction data cooperative in Munich, Germany. The case
study of this Bavarian Construction Data Cooperative, which was launched by the Bavarian
Construction Industry Association and GemeinWerk Ventures and will be operated by
cooperative members, aims to provide small and medium-sized enterprises in the construction
industry with access to shared services and construction data via a digital collaborative platform
and data cooperative. This platform improves collaboration and organization within the
construction value chain. The project primarily targets governance innovations to intensify

industry collaboration, enable trust-based data sharing among stakeholders, and create a
pre-competitive space of trust that drives productivity and innovation among SMEs through
ecosystem collaboration.

Barcelona’s smart city initiatives [84-86] leverage digital technologies and data-driven solutions
to improve urban services and enhance the quality of life for its residents. By utilizing data from
various sources, such as sensors and citizen feedback, the city has implemented projects related
to transportation, waste management, and energy efficiency. This case study demonstrates the

Smart City Initiatives in Europe potential of data cooperatives and digital federation platforms to facilitate collaboration among
(Barcelona, Spain and Salus Coop, Spain) stakeholders in urban environments, i.e., Salus Coop [10,20,38,49]. However, the expansion of

such initiatives requires the development of open standards, robust data governance structures,
and the active involvement of citizens in decision-making processes as the case of Barcelona has
shown reverting the technocratic approach to smart city paradigm [87-90].

Case Study 10:
Ride-hailing platform initiative.
(Driver’s Seat, USA)

Driver’s Seat Cooperative [91] is a driver owned cooperative that operates in a number of cities
in the US. It enables gig-economy workers working in the ride-hailing sector to collect, pool and
analyze data collected on a smartphone whilst undertaking work for ride-hailing platforms such
as Uber and Lyft. The pooled data allows insights to be fed back to members so that they can
optimize their incomes. The cooperative also sells data and insights to city agencies to enable
better policy decisions with the profits from sales being redistributed back to members.

4.1. Insights and Lessons from Case Studies: Unraveling the Potential of Data Cooperatives

Our diverse selection of case studies encapsulates the essence of data cooperatives
from various angles. They provide tangible examples that elucidate the transformative
potential of data cooperatives and showcase how they can overcome the hurdles of the
digital age, further substantiating our general arguments. Let us delve into the details of
some notable instances.

The M-Pesa platform in Kenya exemplifies the potency of digital platforms in en-
hancing financial inclusion (Case Study 1). While M-Pesa itself is not a data cooperative,
the way it has leveraged data to empower communities demonstrates the value of data
cooperatives. By extending such platforms to sectors such as education and healthcare
through data cooperatives, we can further disseminate benefits at a broader level.

Similarly, the Farmerline initiative in Ghana (Case Study 3) presents an effective model
of data cooperation that amalgamates data from various sources. It demonstrates how
data cooperatives can enhance sustainable development and food security in rural regions.
However, scaling and replication of this model require supportive policies and a robust
digital governance structure, underlining the necessity of political will and agency in the
growth of data cooperatives.

A striking example of the transformative potential of data cooperatives can be found
in SOLshare (Case Study 4). This decentralized energy trading platform has brought
affordable, clean energy to rural communities in Bangladesh. It emphasizes that with
the right framework supporting data sharing and collaboration, data cooperatives can
significantly contribute to sustainable development.

Zenzeleni (Case Study 7), a community-owned telecommunications network in South
Africa, serves as an excellent example of how local ownership and collaboration can help
bridge the digital divide. It also highlights the challenges such initiatives face, such as regu-
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latory hurdles and limited resources, illustrating the critical need for policy interventions
and financial support.

The Bavarian Construction Data Cooperative, GemeinWerk (Case Study 8), presents a
unique model of a sector-specific data cooperative. Facilitating trust-based data sharing
among stakeholders creates a pre-competitive space of trust that drives productivity and
innovation among SMEs.

Lastly, Barcelona’s smart city initiatives (Case Study 9) demonstrate the potential
of data cooperatives in urban environments. The city has successfully leveraged data
from various sources to improve urban services and enhance residents’ quality of life.
However, the expansion of such initiatives requires robust data governance structures,
open standards, and active citizen participation, emphasizing the importance of multi-
stakeholder engagement in data cooperatives.

In conclusion, these case studies validate our argument for the significance of data
cooperatives in overcoming the challenges of the digital age. They illustrate that while
potential hurdles exist, with the right blend of policy support, technological framework, and
stakeholder collaboration, data cooperatives can become a critical player in democratizing
data governance and fostering an inclusive digital common.

4.2. Barriers and Shortcomings of Data Cooperatives and Digital Federation Platforms

1.  Regulatory Barriers: Existing regulations in many countries may not adequately
support or even hinder the establishment and operation of data cooperatives and
digital federation platforms, limiting their potential impact.

2. Limited Resources: Small communities and SMEs often face resource constraints that
restrict their ability to develop and implement digital governance structures, open
standards, and cooperative models.

3. Digital Divide: Unequal access to digital infrastructure, skills, and resources exacer-
bates existing inequalities, making it more challenging for marginalized communities
to participate in and benefit from digital transformation efforts.

4.  Data Privacy and Security: Ensuring data privacy and security is critical for the success
of digital federation platforms and data cooperatives, requiring the development of
robust governance frameworks and technical solutions.

These case studies highlight the transformative potential of data cooperatives and
digital federation platforms in addressing the challenges faced by small communities and
SMEs. However, overcoming the barriers and shortcomings highlighted above necessitates
policy action, as proposed in the following sections. Additional case studies from the
Global South, including South America, highlight the transformative potential of data
cooperatives and digital federation platforms in various sectors. Overcoming the barriers
and addressing the shortcomings highlighted in the previous section requires policy action
and support from both national governments and international organizations. The case
studies from Europe and the United States display the potential of data cooperatives and
digital federation platforms to drive transformative change across various sectors and
contexts. To fully realize the benefits of such models, it is crucial to address the identified
barriers and shortcomings through policy action, capacity building, and the development
of supportive legal and regulatory frameworks.

5. Data Cooperatives and Their Governance
5.1. Navigating the Data Governance Spectrum

In the intricate matrix of data governance, numerous solutions have emerged, includ-
ing multistakeholderism, top-down regulation, technical decentralization, digital rights
constitutionalism, and the notion of middleware companies and mediators of individual
data. While these solutions present their merits, their ability to foster data sovereignty
and promote an equitable digital world remains questionable. Here, we argue that data
cooperatives offer a more comprehensive and effective approach, outperforming these
alternatives in several crucial ways.



Digital 2023, 3

160

1.  Multistakeholderism and top-down regulation: While these approaches aim to cre-
ate a balanced digital ecosystem by integrating various stakeholders or enforcing
strict regulations, they often fall short in promoting true data sovereignty. Multistake-
holderism risks marginalizing less influential parties in decision-making processes,
and top-down regulations can inadvertently stifle innovation and competition. In
contrast, data cooperatives ensure that each member has an equal voice, fostering a
more democratic governance structure that empowers individuals and communities.

2. Technical decentralization: While this approach champions technological solutions for
data privacy, it lacks a holistic perspective. Technology alone cannot address the com-
plex social, economic, and political issues associated with data governance. Data coop-
eratives, however, adopt an integrative approach that couples technological advance-
ments with robust governance mechanisms to address these complex dimensions.

3. Digital constitutionalism: Although codifying digital rights into law is a significant
step towards safeguarding data sovereignty, these rights remain theoretical unless
individuals and communities are empowered to exercise them effectively. Data coop-
eratives provide the necessary framework for individuals to collectively assert and
protect their digital rights, making these constitutional provisions a lived reality.

The proposals by Fukuyama [92] and Lanier [93], suggesting middleware companies
and mediators of individual data, do share intellectual proximity to our data cooperative
proposition. These approaches, much like data cooperatives, seek to foster a middle layer of
governance, offering a balanced approach to data management. However, data cooperatives
surpass these concepts in their emphasis on collective ownership, democratic decision-
making, and an inherently cooperative ethos.

While middleware companies serve as third-party entities managing the interaction
between end-users and internet companies, they still operate within a commercial logic that
may not prioritize user interests. Similarly, while mediators of individual data can provide
negotiation power for individuals, they do not inherently ensure an equitable distribution
of benefits derived from data. On the other hand, data cooperatives operate on principles
of democracy, openness, equality, and solidarity, ensuring that their members’ rights and
interests are paramount.

We echo Lanier and Weyl’s [93] robust defense of mid-level solutions and extend it to
champion data cooperatives specifically. They offer a promising avenue for just data gover-
nance, striking a balance between individual and state-level management, and providing a
more participatory, equitable, and democratic model of data governance.

While we have addressed the distinguishing elements of data cooperatives, it is
essential to recognize that no solution can operate in a vacuum. All these mentioned models
and approaches have their unique strengths, and the ideal data governance framework will
likely include components from each of them. Yet even in this amalgamated model, we
posit that data cooperatives stand as an essential element due to their unique principles
and potential. To reiterate, data cooperatives are fundamentally anchored in democratic
governance, ensuring equitable involvement of all members. This cooperative ethos goes
beyond the mere management of data; it is a conscious effort to reshape the power dynamics
in the digital realm. It provides individuals and communities with the agency to determine
how their data are used and how the benefits from this usage are distributed. It is this
decentralization of power that is lacking in many of the other approaches discussed.

However, the integration of data cooperatives within the broader ecosystem requires
strategic collaboration with other models. For instance, the legal structures provided by
data trusts could be valuable in fortifying the legal standing of data cooperatives. Similarly,
the technological advancements heralded by the idea of technical decentralization could
enhance the secure and efficient operation of cooperatives. The principles of digital consti-
tutionalism can complement the protective mechanisms within cooperatives, promoting
a rights-respecting digital environment. In this vein, we need to carefully consider the
insights from works such as Fukuyama’s and Lanier and Weyl’s [92,93]. The concept of mid-
dleware companies, for example, presents an interesting interface between the user and the
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internet companies. These entities can potentially be orchestrated within the cooperative
framework, functioning as service providers that uphold the cooperative’s principles. Simi-
larly, the mediators of individual data could serve a role within cooperatives, representing
collective interests in negotiation with external entities.

Ultimately, the argument for data cooperatives is not just about the efficient manage-
ment of data or the safeguarding of privacy. It is about fostering a democratic digital culture
where power is distributed, voices are heard, and benefits are shared. It is a vision of the
digital world that is inclusive, equitable, and just, where data sovereignty is a reality, not
just a catchphrase. Therefore, while we acknowledge the value of the varied approaches
toward data governance, we firmly believe that data cooperatives should take center stage
in these discussions, given their transformative potential.

5.2. Evaluation of Current Policies in the Context of Data Cooperatives

Current policy measures, particularly within the European Union, have already begun
to address several aspects related to data governance. The EU’s Data Governance Act and
forthcoming Data Act are crucial developments in establishing a framework for data sharing
and handling, yet their alignment with the policy recommendations for the advancement
of data cooperatives deserves further scrutiny.

The EU Data Governance Act, currently in effect, establishes a mechanism to facilitate
data sharing among businesses, citizens, and government bodies while respecting data
sovereignty. The Act provides for the establishment of data intermediaries, which will oper-
ate under stringent neutrality requirements, thereby offering a stepping stone towards our
recommended structure of data cooperatives. However, the Act lacks explicit support for
cooperative models and does not offer specific mechanisms to foster trust and engagement
from data subjects, elements we deem critical for successful data cooperatives.

Furthermore, the Data Governance Act promotes sector-specific data spaces, which
can be likened to our proposal for sector-specific data cooperatives. Yet, the Act does not
sufficiently articulate ways to ensure that these data spaces cater to the interests of all
stakeholders, particularly individuals and smaller businesses, which is a cornerstone of
our recommendations.

The proposed Data Act, aimed at ensuring fair and open access to data generated by
businesses and public bodies, is another promising policy development. While the Act
embodies the principles of fair and equitable data sharing, the exact mechanisms to ensure
these principles remain somewhat nebulous. Our policy recommendations advocate for
clear, implementable strategies that not only ensure equitable access but also foster active
participation of data subjects in data governance, elements not yet thoroughly addressed in
the proposed Data Act.

In conclusion, while the current and proposed policy measures by the EU form a
significant stride toward fair and equitable data governance, there are gaps that need to
be addressed. These primarily pertain to explicit support for data cooperative models,
fostering trust and engagement from data subjects, and implementing clear strategies
to ensure equitable access and participation. Further policy development should aim to
address these gaps, considering data cooperatives as a viable and effective model for
democratic and inclusive data governance.

6. Recommendations for Implementation

To ensure the equitable development of digital entrepreneurship and promote commu-
nity well-being, we present the following recommendations (Figure 5 and Table 3). These
recommendations are supported by strong arguments and evidence from the case studies
discussed earlier.

By implementing these recommendations, governments and civil society around the
world can create an enabling environment for the growth of digital federation platforms
and data cooperatives, fostering a more inclusive and equitable digital ecosystem that
supports the sustainable development of small communities and SMEs.
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Recommendation 1:
ncourage the
establishment of
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cooperatives

Recommendation 2:
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supportive policies
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Recommendation 3:
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Recommendation 5:
oster International

cooperation and

knowledge sharing

Recommendation 4:
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building and skills

development

Recommendation 6:
stablisn monitoring

and evaluation

mechanisms

Figure 5. Proposed chronical order of recommendation implementation (own depiction).

Table 3. Recommendations to interested governments and civil society.

Recommendation

Description

Recommendation 1:
Encourage the establishment of digital federation
platforms and data cooperatives

Promote the creation of digital federation platforms and data
cooperatives to empower small communities and SMEs by providing
access to resources, information, and decision-making power.
Facilitate knowledge sharing and provide technical assistance to
support the development and implementation of these platforms
and cooperatives.

Initiate and support creative programs such as “Digital Innovation
Hubs” that bring together SMEs, communities, and technology
experts to collaboratively develop and implement digital solutions
tailored to local needs, fostering a culture of innovation and
entrepreneurship in the digital space.

Recommendation 2:
Develop and harmonize supportive policies and
legal frameworks

Develop and align policies and legal frameworks that foster digital
inclusion, open standards, and data governance.

Encourage member countries to remove regulatory barriers that
hinder the establishment and operation of data cooperatives and
digital federation platforms.

Create a “Digital Policy Innovation Lab”—a collaborative,
multi-stakeholder platform that brings together policymakers,
technologists, SMEs, and community representatives to co-design,
pilot, and refine innovative regulatory frameworks and policy
solutions that promote digital entrepreneurship and ensure a fair and
inclusive digital ecosystem.

Recommendation 2:
Develop and harmonize supportive policies and
legal frameworks

Develop and align policies and legal frameworks that foster digital
inclusion, open standards, and data governance.

Remove regulatory barriers that hinder the establishment and
operation of data cooperatives and digital federation platforms.
Create a “Digital Policy Innovation Lab”—a collaborative,
multi-stakeholder platform that brings together policymakers,
technologists, SMEs, and community representatives to co-design,
pilot, and refine innovative regulatory frameworks and policy
solutions that promote digital entrepreneurship and ensure a fair and
inclusive digital ecosystem.
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Recommendation

Description

Recommendation 3:
Facilitate access to funding and resources

Establish funding mechanisms, such as grants, low-interest loans, or
other financial instruments, to support the development and
implementation of digital federation platforms and data cooperatives,
particularly in resource-constrained regions.

Explore partnerships with multilateral organizations, regional
development banks, and private sector stakeholders to mobilize
resources and support capacity building initiatives.

Launch a “Digital Entrepreneurship Challenge,” a global competition
that encourages SMEs and communities to develop innovative digital
solutions using data cooperatives and digital federation platforms.
Winners would receive financial support, mentorship, and access to
resources, fostering a culture of innovation and collaboration in the
digital space.

Recommendation 4:
Strengthen capacity building &
and skills development

Support the development and delivery of capacity building and skills
development programs for small communities and SMEs, enabling
them to effectively participate in the digital economy.

Collaboration with international organizations, educational
institutions, and the private sector should be leveraged to create and
implement relevant training programs.

To inject creativity into capacity building and skills development,
promote the establishment of “Digital Skill-Share Networks”, which
are peer-to-peer learning platforms where SMEs, communities, and
experts can exchange knowledge and skills in digital technologies
and data governance. These networks would foster a collaborative
learning environment, encouraging participants to share experiences,
insights, and best practices in a dynamic and engaging manner.

Recommendation 5:
Foster international cooperation and <&
knowledge sharing

Promote international cooperation and knowledge sharing among
member countries to identify and disseminate best practices related
to digital federation platforms and data cooperatives.

Collaboration with multilateral organizations, regional development
banks, and other stakeholders should be encouraged to facilitate the
exchange of experiences and insights.

Organize an annual “Global Digital Commons Summit” that brings
together representatives from member countries, SMEs, communities,
multilateral organizations, and the private sector. This summit would
serve as a platform for showcasing innovative projects, exchanging
best practices, and forming new partnerships related to digital
federation platforms and data cooperatives, thus strengthening the
global digital ecosystem.

Recommendation 6:
Establish monitoring and evaluation mechanisms

Develop mechanisms to monitor and evaluate the impact of digital
federation platforms and data cooperatives on small communities
and SMEs.

Use this information to identify areas for improvement and ensure
that these initiatives effectively contribute to the achievement of
SDGs 8,9, and 11.

Launch a “Digital Impact Dashboard”—an interactive, publicly
accessible platform that visualizes the progress and impact of digital
federation platforms and data cooperatives on small communities
and SMEs. This dashboard would not only increase transparency and
accountability but also facilitate the identification of success stories
and areas for improvement, encouraging continuous learning and
adaptation within the digital ecosystem.
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7. Governments’ Role and Beyond

Governments around the world play a crucial role in addressing the policy challenges
identified in this review article. Supranational organizations’ (such as the OECD, G20, G7,
EU, ASIAN etc.) collective influence, resources, and commitment to fostering inclusive
and sustainable growth make them well-positioned to create viable opportunities for small
communities and SMEs in the digital landscape. Those supranational organizations can
contribute to the establishment and support of open digital federation platforms and data
cooperatives in several ways (Table 4):

Table 4. Summary table of proposed roles of supranational organizations in supporting data and
platform cooperatives.

Recommendation Description

Policy Harmonization

Encourage member countries to develop and align policies that promote digital
inclusion, support the establishment of data cooperatives, and foster a more
equitable digital economy. This can include measures such as incentives for SMEs
to participate in cooperatives and the adoption of open standards and APIs.

Financial Support

Facilitate access to funding for the development and implementation of digital
federation platforms and data cooperatives, particularly in regions where
resources are scarce. This can include grants, low-interest loans, or other financial
instruments that help kickstart these initiatives.

Capacity Building

Support capacity building and skills development programs for small
communities and SMEs, empowering them to participate in the digital economy
and make effective use of digital resources. This may involve collaborating with
international organizations, educational institutions, NGOs, and the private sector
to develop and deliver relevant training programs. This could include using the
existing knowledge in established and flagship co-operative groups (i.e.,
Mondragon [94]) to leverage through this organizational model further
implementations in the current digital economy and society.

Knowledge Sharing

Promote knowledge sharing and the exchange of best practices among member
countries regarding the implementation of digital federation platforms and data
cooperatives. This can help identify effective models and strategies that can be
adapted and scaled across different contexts.

Foster international cooperation and partnerships to support the development of

International Cooperation digital federation platforms and data cooperatives, including collaboration with

multilateral organizations, regional development banks, and other stakeholders.

Monitoring and Evaluation

Establish mechanisms for monitoring and evaluating the impact of digital
federation platforms and data cooperatives on small communities and SMEs. This
can help to identify areas for improvement and ensure that these initiatives are
effectively contributing to the achievement of SDGs 8, 9, and 11.

By actively engaging in these efforts, supranational organizations can create an envi-
ronment that encourages the growth of digital federation platforms and data cooperatives,
supporting a more inclusive and equitable digital ecosystem for small communities and
SMEs. In doing so, supranational organizations can make significant strides in addressing
the policy challenges identified in this brief, promoting sustainable development, and
advancing the global digital economy [95,96].

8. Addressing Key Considerations in Data Cooperative Implementation

In our quest to explore the transformative potential of data cooperatives for digital
commons, we aim to bridge the gap between theory and practice by delving into the intri-
cate aspects of their implementation. This paper navigates through the complex landscape
of data cooperatives by providing a comprehensive understanding of their associated
nuances. Consequently, this section unravels four critical dimensions, which surfaced
from our in-depth exploration of relevant case studies and literature: potential risks and
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limitations, interconnected data governance, the Global North-South divide, and the dy-
namics of political agency. It is essential to approach our investigation of data cooperatives
through an integrative lens, thereby weaving together the threads of risks, limitations,
geopolitical contexts, and political agency. This approach facilitates a more holistic and
pragmatic comprehension of the data cooperative environment, thereby contributing to the
understanding and successful realization of digital commons.

8.1. Risks and Limitations of Data Cooperatives

While data cooperatives present a promising avenue toward the democratization of
the digital sphere, our comprehensive analysis underscores that this potential is not devoid
of its challenges. Primary among these are concerns related to data privacy, operational
scalability, and regulatory compliance.

The delicate balance of individual privacy within the data cooperative model necessi-
tates the deployment of robust safeguards. In an environment characterized by extensive
data sharing, the implementation of rigorous data anonymization protocols and stringent
cybersecurity measures are imperative to uphold the sanctity of privacy.

Furthermore, as cooperatives scale, the complexity of maintaining effective, partici-
patory decision-making processes magnifies. Balancing the growth in data volume with
active participatory governance becomes an increasingly nuanced task, demanding careful
strategizing and adept management.

Lastly, the multifaceted nature of regulatory landscapes poses additional challenges.
With the rules governing data usage varying widely across jurisdictions, creating a unified
operational framework is a daunting endeavor. The need for a sophisticated regulatory
approach that accommodates these variations is thus highlighted.

While we have underscored the transformative potential of data cooperatives, our
responsibility is to also illuminate their inherent pitfalls, challenges, and constraints. This
balanced perspective offers a holistic view of the data cooperative landscape, enabling us
to explore solutions while being mindful of the potential hurdles.

8.2. Interconnected Data Governance

Data governance encompasses a vast array of policies, regulations, and practices,
rendering it a complex, interconnected concept rather than an isolated one. The potency of
data cooperatives, therefore, can be amplified significantly when harmoniously integrated
with other data governance paradigms, including data trusts and personal data stores.

For instance, data trusts could serve as legal scaffolds, facilitating collective decision-
making pertaining to data, and thereby strengthening the cooperative model’s structure.
Concurrently, personal data stores have the potential to enhance individual autonomy by
offering individuals greater control over their data.

When these governance models are strategically amalgamated with the data coop-
erative paradigm, the result could be a substantial boost to equitable data practices and
an increased agency for individuals in the digital arena. Hence, our exploration of data
cooperatives must consider the larger context, recognizing the valuable role played by other
forms of data governance and their potential to synergistically enhance the effectiveness of
data cooperatives, thereby further advancing the cause of digital inclusivity.

8.3. The Global North—South Divide

The distinct divide between the Global North and South delineates unique implications
for data cooperatives, presenting both distinct challenges and opportunities. Disparities
in technological advancements and resource availability have etched an uneven digital
terrain, typically characterizing the Global North with superior technological capabilities
compared to the Global South.

Though this scenario poses certain hurdles, it also unveils opportunities for fostering
digital solidarity. Data cooperatives in the Global North could function as a lighthouse,
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sharing resources, insights, and technology with their counterparts in the Global South,
thus cultivating a more balanced digital ecosystem.

However, these initiatives must be judiciously crafted to respect local contexts and
uphold the principles of data sovereignty to ensure genuine efficacy. The dichotomy be-
tween the Global North and South influences the growth trajectory of data cooperatives in
intricate ways.

The inherent uneven development, a by-product of diverse technological resources
and availability, has created a digital divide between these two regions. Our proposed
policy framework and the establishment of digital federated platforms are meticulously
designed to provide blueprints relevant to both contexts. Yet, the disparities in resource
availability, digital infrastructure, and data governance policies call for a finely calibrated,
context-sensitive application.

By emphasizing the promotion of local capacity-building, stimulating South-South
collaborations, and endorsing context-sensitive policies, we could potentially navigate
toward a more balanced and inclusive digital landscape.

8.4. The Role of Political Agency

The realization and expansion of data cooperatives hinge significantly on political
agency and willpower, spanning the roles of local, national, and supranational entities in
cultivating a conducive environment. For instance, local authorities can weave data cooper-
atives into their smart city initiatives, while national governments can lay the groundwork
for supportive legislation and funding. Supranational entities, such as the European Union,
are primed to harmonize regulations across borders, thereby streamlining the functioning
of cross-border cooperatives. It is paramount, however, to calibrate these efforts to ensure
they do not compromise the democratically driven ethos integral to cooperatives.

In addressing these pivotal aspects, we aspire to furnish a balanced, comprehensive
perspective on the data cooperative model. Our intent is to deliver a nuanced under-
standing capable of guiding effective policymaking and fostering an equitable, inclusive
digital commons.

Political agencies’ role in nurturing data cooperatives is multi-layered, extending
beyond the top-down influence of supranational organizations. Indeed, local, community-
driven data access, usage, and governance serve as the vital lifeline for initiating and
sustaining data cooperatives. Nonetheless, transformative change often hinges on facilita-
tive policies, regulatory backing, and financial incentives, most effectively offered at the
national and supranational levels.

In acknowledging these dynamics, it is essential to appreciate the hybrid nature of
governance arrangements across various geographical scales. Power and politics within
data governance regimes are distributed, mirroring the involvement of a spectrum of actors
ranging from community members to global institutions. Consequently, data cooperatives
should be perceived as components of a broader socio-political ecosystem, requiring active
participation from stakeholders across all tiers.

To encapsulate, this thorough understanding of the complexities surrounding data
cooperatives provides a more robust foundation for executing our policy recommendations.
It arms us with the acuity to foresee challenges, to strategically align with complementary
data governance models, to adapt to geographical disparities, and to engage optimally with
political agencies. The ultimate aim is democratizing digital resources and capabilities.

9. Conclusions

The digital age, characterized by rapid technological advancements and data-driven
economies, poses unique challenges and opportunities for small communities and small
and medium enterprises (SMEs). Data cooperatives and digital federation platforms have
emerged as viable solutions to tackle these challenges, enabling the democratization of dig-
ital resources and providing avenues for collective decision-making and shared value cre-
ation. Through the detailed exploration presented in this paper, we underscored the trans-
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formative potential of data cooperatives and digital federation platforms. We delved into
their nuances, highlighting key considerations such as risks and limitations, interconnected
data governance, the Global North-South divide, and the dynamics of political agency.

Our study reaffirms that data cooperatives are not a panacea and come with their inher-
ent challenges, such as privacy concerns, operational scalability, and regulatory compliance.
Nevertheless, they offer promising prospects for fostering a more inclusive and equitable
digital ecosystem, especially when intertwined with other data governance models such
as data trusts and personal data stores. The geopolitical context, characterized by the
North-South divide, influences the trajectory of data cooperatives. Although it introduces
disparities in technological advancements and resource availability, it also presents oppor-
tunities for fostering digital solidarity. A key strategy toward a balanced digital ecosystem
is the promotion of local capacity-building, fostering South-South collaborations, and
endorsing context-sensitive policies.

The role of political agency is vital in shaping an environment conducive to the growth
of data cooperatives. From local to supranational entities, supportive legislation, and
funding, as well as harmonization of regulations, can facilitate the expansion of these
cooperatives. Yet, it is crucial to ensure these efforts do not compromise the democratically
driven ethos integral to cooperatives. The recommendations we propose for governments
and civil society provide a strategic blueprint to harness the potential of data cooperatives
and digital federation platforms effectively. From encouraging the establishment of these
platforms to harmonizing supportive policies, providing access to resources, strengthen-
ing capacity building, fostering international cooperation, and establishing evaluation
mechanisms—these steps would drive a more inclusive and equitable digital ecosystem.

The establishment and successful implementation of data cooperatives and digital
federation platforms represent an essential step towards a digital commons that serve
the needs of all stakeholders. By providing a platform for collective decision-making and
shared value creation, they offer a promising route toward digital equity and inclusiv-
ity. The insights gleaned from this study lay a robust foundation for executing policy
recommendations and advancing toward a democratized digital landscape.
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