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In 1970, Valery D. Goppa defined a new class of error-correcting codes over a finite

field F,;, nowadays known as Goppa codes [6]. If we consider ¢ to a prime number p, from

an algebraic point of view, Goppa codes are Z,-subspaces of Zj. As error-correcting

codes, there also exists a decoding algorithm for them, i.e., a method to find the closest

codeword to a given element in Zy, provided the distance between them is smaller than

the error-correcting capability of the Goppa code. In 1978, Robert J. McEliece presented

his cryptosystem [9], a method to encrypt a message by encoding an information vector
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and adding errors artificially. For his cryptosystem, he suggested the use of binary Goppa
codes and, while other approaches of code-based cryptosystems have been successfully
attacked, his scheme remains mostly intact. Despite its drawbacks (such as its large key
sizes), this scheme has regained popularity due to his quantum resistance and age [12].

In this paper, we define Goppa codes over the p-adic integers and Ze, i.e., the ring of
integers modulo p¢, based on the original idea from Goppa, and we hint a potential cryp-
tographic application of them. In 2005, Antonio A. de Andrade and Reginaldo Palazzo
generalized Goppa codes to finite rings [1], but using a different approach. However, we
will rely on the generalization of Goppa’s original introduction [6]. This definition was
suggested by Markel Epelde et al. in 2020 for Z4 [5] and, while de Andrade’s generaliza-
tion of the decoding algorithm still works, our definition allows to show some additional
properties. Both the definition and its basic consequences can be seen in Section 1. In
Section 2, we describe the chains of Goppa codes and the relations between their parity-
check matrices. In Section 3, we show how to get isomorphic Goppa codes over different
rings by changing one of the parameters of the code. Changing the other parameter leads
to some other results in Section 4. Finally, their potential cryptographic application is
shown in Section 5.

Let us fix h € N U {0}, let n € N and let p be a prime number. We will denote by
Rye = GR(p®, h) the Galois extension of degree h of Z,. for any e € N, and by R, the
Galois extension of degree h of the ring of p-adic integers Z,-, i.e.,

Rypee = {ag+par + -+ +pac+ -+ | a; € Fpn, Vi e NU{0}}.

Observe that this ring is formed by formal infinite sums of elements in an extension of
degree h of Z,.

Let 4,5 € N U {oo} such that i > j. We denote by i ,; : R, — R,; the natural
projection of elements in R,: to R, and by ipiij the extension of v, ,; to n-tuples in
R}, Moreover, we define W, i : Rpi[X] — R,,;[X] as the natural generalization of 1 s
to polynomials, i.e., satisfying W, i (3 p_g axX") = Y p_o ¥pi pi (ax) X* for an € N.

1. Definition and basic properties
Let us define Goppa codes over Z,., generalizing Goppa’s original definition in [6].
Definition 1. Let e € N U {oo}, L = (a1,...,a5) € R} and g € Rpe[X] of degree r <n

such that ¥pe p() # Ype p(ay) for i # j and g(oy) is a unit, i.e., Ype p(g(a;)) # 0 for
every i € {1,...,n}. The Goppa code of parameters L and g over Zye is defined as

Tpe(L,g) = {CGZ;}@ | ZXC_Z‘O[' =0 (mod g(X))}
i=1 ’

Example 1. Let h = 4, and let p = 2, e = 3 and R,- = Zs[a], where « is an element of
multiplicative order p" — 1 = 15. Let g(X) = X3 + a*X? + o°X and, for instance,
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_ 4 3 5 11 14 .2 8 13 9 12 6
L=(1,0,0% a0’ a a0 a® a0’ a?, a’).

Then I's(L, g) is the code generated by
G=(2 1255 20 3 2 5 3 3 6).
This code has length 13, 8 elements and minimum distance 7.

Remark 1. Let o € R, and g € R,e[X] such that g(«) is a unit. Then,

(X —a)™ = —g(a)7" (W)

modulo g(X).

The previous remark allows the proof of the following lemma.

Lemma 1. Let ¢ € N U {oo}, let T'pe(L, g) be a Goppa code of length n, and C = {c €
L. | cHT = 0}, where

glog)™! glaz)™! gloy)™!
arg(ar)™t  asg(an)™! ang(on) ™t

H=| odgle)™  afglas)™ ... ajglan)”! (1)
a7 lg(an) ah gt ... ol lg(an) )

and r = degg. Then, C C T'\ye(L, g) and, if the leading coefficient of g is a unit or e = oo,
the equality holds.

Proof. Let g(X) =37 ¢;X" and ¢ € Z.. Then, cH " = 0 implies cH " H] = 0, where

Gr 0 0 0

g'r—l g'r- 0 PN 0

Hy=1 : . o
92 935 --- g O

g1 g2 ... 9r—1 9Gr

Observe that, when the leading coefficient of ¢ is a unit, the condition is equivalent since
H, is invertible. Since Z,~ is an integral domain, the condition is also equivalent if
e = 0o. This matrix equality represents the following equations
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gr(clg(a1)71 +-+ Cng(an)il) =

0
gr—1(c1g(a1) ™+ 4+ cpg(an) ™) + gr(crarg(ar) L+ - + cpang(a,) ™) =0

gi(crglon) ™ 4+ englan) ™) + g2(crongloan) ™ + -+ + cnang(an) ™)
+ ot ge(ca T gla) T+ 4 cpal T g(an) ) =0

which can be written compiled into one polynomial equality. Namely,

r—1 —

- r—k n
SAD okrs Y i glan) ™t | XF =0,
i=1

k=0 \j=1

Rearranging the terms, it follows that

n r—1 r—k
Y ocigla) ™ Y XFY grijal Tt =0, (2)
i=1 k=0  j—1

Note that

r—1 r—k T Jj—1 r k k
a . Xk — o (X) — g(e)
b o §-1 ] j—k—1~yk __ 2 _9 gl
E X E Ok+j0; = E QJE:O%‘ X ng<X—ai> X-—a
k=0 j=1 =1 k=0 k=0

Since the degree of g is greater than the term on the left-hand side of (2), this equation
can be written as

Zcz- (g(ai)_lw> =0 (mod g(X)).

: X -
=1

Therefore, cHT = 0 implies (and is equivalent to, when the leading coefficient of g is a
unit or e = 00)

n
s

Y ———=0 (modg(X)), ie,cel(Lyg). O

— X —

i=1
Remark 2. When ¢ € T, (L, g) if and only if cH " = 0, we say that H is a parity-check
matrix for the code. However, this is an abuse of the term, since the entries of H do
not necessarily belong to Zye. In order to write a parity-check matrix in strict sense, we
would have to expand each entry as a column formed by its coordinates with respect to
a Zpe-basis of Ry, and then remove the redundant rows of the matrix.

Example 2. Substituting the entries of the matrix H defined as in (1) for the code in

Example 1 with their coordinates with respect to the Zs-basis {1, a, a?, a3} results in

the parity-check matrix
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4 377 4 4 7 0 3 6 314
0O 776 1 75 437367
6 6 7 4 7 5 7T 7T 6 6 2 4 5
5 2 5 4 7 3 46 6 6 0 5 3
46 020513 36 16 6
H:0370705652550
6 34 03 4 7 205 7 47
505 54 71151125
4001431121321
06 6 3021333231
6 3 3 56 2 6 5 7 42 76
5 3 3 3 5 07 3 46 047

Recall that a code over a ring R is said to be free if it is isomorphic to R* for some
k. We now prove the following lemma.

Lemma 2. The Goppa code Ty (L, g) is a free code, i.c., a free Ryoc-submodule of R .

Proof. By Lemma 1, ') (L, g) is defined as the dual of the code with generator matrix
H in (1), and every dual code in Z, is free [4]. O

With Lemmata 1 and 2, we can prove the following theorem, which consists of the
basic properties of Goppa codes as defined in Definition 1.

Theorem 1. Let e € N U {oo} and let C =T',e(L, g) be a Goppa code. Then,

(i) If e = 00, dimp .. C > n — hdegg.AOtherwise, IC] > pe(n—hdegg),

(ii) {07‘ any j < e, CNpZp = pjw;elme_j (Cpe—i (0pe pe—i (L), Wpe pe—i(g))), where
wz;lpe,j (A) denotes the preimage of a subset A C ZZC,J- through the projection
map ’L?}\peJ)efj. In particular, C N peleZe is isomorphic as a Fp-linear space to

Fp(qu(a,p([,)’ Ve »(9)), and to
L (&)\Pedﬂ (L), ¥pe i (9)) mpj_lzgj.

(iii) For anyj € NU{oco} with j < e, {z;pe’pj (C) is a subcode of T'; (’lj}\pe’pj (L), Wpe pi(9)))-
As a consequence, if e = oo and for a j € N, I'); ({b\pcapj([/)’\:[jpe’pj (9)) C pZZj,
thenAC = {0} and n < Ah degg. Moreover, if e € N and C is free, then
ij (wpe,pj (L)7 \IJpe,pj (g)) = u}pc,pj (Fpe (L7 g))

Proof. Let r = deg g, let H be as defined in (1) and let H' be a parity-check matrix over
Zpe of the code C' = {c € Zj. | cH" = 0}. As a consequence of Remark 2, H' has at
most rh rows, |(C')] < |Zye|™™ = p™. Hence, if e € N, |C'| = |Z|/|(C")*| = pen =),
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Since, by Lemma 1, C’ C C, this proves the result. If ¢ = co, from Lemma 2 it follows that
I'ye(L, g) is a free code and, since from Lemma 1 it follows that C = C’, a parity-check
matrix of C has at most rh rows and its dimension must be greater than n — rh.

For part (i), p/c € Tpe (L, g)Np? Z7% if and only if 37" | p/e; /(X —ay) = 0 (mod g(X))
or, equivalently Y ¢;/(X — o;) = 0 (mod g(X)) and modulo p*~7. This is exactly
the condition for ¢ to be a lift of a codeword in I'je—; (’l/p\pe,pe—j<[/), Uoe pe-i(g)). Taking

e—1

j = e — 1 establishes that the set of multiples of p in a Goppa code is isomorphic as
a [Fp-linear space to its traditional Goppa code projection.

Finally, let us prove (iii). By definition, ¢ € I'ye(L,g) if and only if )

n [
i=1 X—a,

0 (mgd g(X)). This congruence is also true modulo p’/, so {[J\pc7pi (¢) belongs to
ij (djpe,pia \I]pe,pj (9))- . .

In particular, if e = 00, 9o pi (C) is a free subcode of I'y; (Vpe i (L), Vpe 1i(g)), so if
C 75 {0} then ij (77/}pe7pj (L), \ijeﬁpj (g)) g pZZj.

Moreover, if I'pe(L, g) is free for an e € N, then &\pe’pj (Tpe(L, g)) is also free and a
subcode of T, (7:/1\1,64,,- (L), Ve »i(g)). Let k be the dimension of C. Since 'l//;pe’pj (C) is free
in Z,;, it has cardinality p/*. On the other hand, by part (ii) and since C is free,

[thpe,ps (C)] = IC NP Z3 | = P,
Since '(z)\pe pi(C) € C and they have the same cardinality, the equality holds. O
Example 3.

1. Let C be the code in Example 1. Observe that, as claimed in part (i) of the previous
theorem,

] — |C| > pe(nfhdcgg) _ 23(13743) — 8.

Moreover, Cy = F4($8,4(L),\118,4(g)) and Cy = FQ(’(Z&Q(L),‘I’&Q(Q)) are the codes
generated by matrices

Gsy=(2 1 2 11 20321332
and

Ge=(0 1 011001011 1 0)
respectively. On the other hand, C N4Zg and C4 N 2Z} are generated by

G3=(0 4 0 4 4 0 0 4 0 4 4 4 0)

and



M. Epelde / Finite Fields and Their Applications 84 (2022) 102097 7

Gi=(0 2 02 20020 2 2 2 0),
respectively. As stated in part (ii) of the previous theorem,
cn 4Zé3 = CsiN 22}13 =~ (C,

as {0, 1}-linear spaces. Finally, since C is free, not only are 128’4((3) and @/[1\8’2(6) sub-
codes of C4 and Cq, respectively, but the equality also holds here, as established in
part (iii) of the theorem.

2. Let g be the same as in Example 1, and let

M = (1,a,a* 0 0% o' ot a? a® o', 0 a'?) € RY.

Then, D =T's(M, g) is the code generated by

Q=(0 4 0 4 4 00 4 0 4 4 4).

Now, 2 = |D| > 812=%3 = 1, satisfying part (i) of Theorem 1, and, according to part
(11), D=DnN 4251;2 = D4 n 22}12 = DQ, where D4 = F4(T/}874(M),\I/8,4(g)) and
Dy =Ty(1s2(M), ¥g.2(g)) is generated by

Q:=(0 2 02 20020 2 2 2

and
Q=0 1011001011 1)

Moving to part (iii), @874(1)) = {0} is included in Dy and Dq, and 15472(1)4) = {0}
is included in D5, but the projections and the codes are not identical. Finally, since
D C 472, we know that o (M’,g') = {0} for any lift M’ and ¢’ of M and g,
respectively.

Remark 3. Part 1 of Example 3 shows an instance of a Goppa code over Zg being a
lift of the corresponding Goppa codes over Z, and Zs, and the code over Z4 being a
lift of the corresponding code over Zs. However, as we can see in part 2 of the same
example, in general, the codes I'pe (L, g) over Z,. are not lifts of its equivalent over Z,,
Fp(zngp(L), U,e »(g)). For instance, in that example the code over the 2-adic integers is
trivial, whereas the codes over Zg, Z, and Zs have cardinality 2. In fact, none of them
are lifts of the codes below.

Corollary 1. Let e € N U {oo} and let C = T'pe(L,g) be a Goppa code. The minimum
distance of C satisfies d(C) > deg ¥pe ,,(g9) +1. Furthermore, if e = 00, I'pee (L, g) satisfies
d>degg+1.
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Proof. Let e € N. Observe that one can always find a (non-zero) codeword ¢ of minimum
weight such that ¢ € CNp®~1Z7. In fact, if ¢ is a multiple of p* but not a multiple of p**1,
then p¢=*~tc € CNp*1Z7 and w(p®~*~'c) < w(e). According to part (ii) of Theorem 1,

C mpe—lzg — pe—lwl;%p(cp),

where C, = Fp(zz;pe p(L), ¥pe ,(g). Observe that Cp is a traditional Goppa code, having
minimum weight d(Cy) > deg ¥pe g + 1.

If e = o0, let H be as defined in (1) and let ¢ € I'ye(L, g) be a non-zero codeword.
Then, by Lemma 1 cH' = 0 so there exist w(c) linearly dependent columns in H.
However, any r x r submatrix of H reduces to a Vandermonde matrix with a non-zero
determinant, so w(c) > r + 1. Therefore, if ,y € I'ye(L, g) are two distinct codewords,
diz,y) =w(z—y)>r+1. O

2. Parity-check matrix

In this section, we show the relation between Goppa codes of the same parameters over
different rings and their parity-check matrices. First, we present the following lemma,
the proof of which can be found in [8].

Lemma 3. Let e € N, and let f be a regular polynomial in Z,e[X|. Then, there exist
a polynomial f* € Zye[X] and q € Zype[X] such that Upe ,(f) = Ype (), f(X) =
q(X) f*(X) and the leading coefficient of f* is a unit.

We can also show the following relation between Goppa codes with similar polynomial
parameters.

Lemma 4. Let e € N U {oo} and let T'pe(L,g) be a Goppa code. Then, if there exists
polynomial g*(X) such that its leading coefficient is a unit, g is a multiple of g* and
Upe n(9%) = Wpe p(g), then Tpe(L,g) C Tpe(L,g*). Moreover, if e € N, the equality
holds.

Proof. Let ¢g*,q € R,e[X] be such that the leading coefficient of ¢*(X) is a unit,

g (X)q(X) = ¢g(X) and Wpe ,(g*) = Wpe (g). Therefore, for some unit u in Ze,

Wpe n(q) = YPpe p(u) # 0, so ¢(X) = u+ pm(X). This implies that, if e € N, ¢(X) is a

unit, its inverse being 1 — pu™tm/(X) + p?u=2m(X)? + - - - + (1) Ipe~lul—em(X)* L.
Therefore, I'pe (L, g) =T'pe(L,q- ¢g*) and ¢ € T'pe (L, g) iff

n

ZXc—iai =0 (mod ¢(X)g*(X)).

Multiplying the term in the left-hand side by [T}, (X — a;), it follows that ¢ € T'ye (L, q-
g*) if and only if ¢(X)g*(X) divides
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n

Zci H (X—ai).

i=1 1<j<n
J#i

Therefore, if ¢ € I'ye (L, g) then ¢*(X) divides this term. In fact, if ¢(X)g*(X) divides the
term then also g*(X) divides this term. Since (¢*(X), X —a;) = 1 forevery i € {1,...,n},
this is equivalent to ¢ € I'pe(L, g*). Observe that this code is well defined, since for all
i €{1,...,n}, Ypep(g7 (i) = tpe p(g(e)) #0. O

With this information, we can give an explicit expression for a parity-check matrix of
every Goppa code.

Theorem 2. Let e € N U{oo} and let C =Ty (L, g) be a Goppa code.

(i) If e =00, H as in (1) is a parity-check matriz for C.
(it) If e € N and g* € R,e[X] is the polynomial satisfying the conditions in Lemma /,

then
g*(al)—l g*(a2 —1 g*(an)—l
g (o)™t g (o)™t ang* (o)}
e — | ofgt(an)! azg*(az) " azg*(an)! (3)
af “gt(ean)”t ah tgt(az) oy gt (o) !

is a parity-check matriz for C, where r* = deg g*.

Proof. The first part is straightforward from Lemma 1. Let e € N. By Lemmata 3 and
4, there exists g* € Rpe[X] with a unit as leading coefficient such that C = Wpe ,(g*)
and I'pe (L, g) = I'pe (L, g*). Since the leading coefficient of ¢* is a unit, by Lemma 1, H*
is a parity check matrix for C. O

Example 4. Let us consider the parameters in Example 1, and let f(X) = 2a1 X%+ (1+
203) X3 + 3a*X? + o° X. Since the leading coefficient of g is a unit, ¥g2(g) = Usa(f)
and f(X) = (1+2a'X)g(X), from Lemma 4 it follows that I's(L, f) = T's(L,g) and H
from Example 2 is a parity-check matrix for I's(L, f).

Remark 4. We have presented a parity-check matrix for any Goppa code I'pe(L, g). This
allows the use of the efficient decoding algorithm from [1], based on the parity-check

matrix, in our context.

Let us see how the relations between the parity-check matrices for different values of
e. In order to prove that, we introduce a topological result.
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Definition 2. A non-empty family A of subsets of a set X is said to have the finite
intersection property (FIP) if the intersection over any finite subcollection of A is non-
empty.

Lemma 5. A space X is compact if and only if every collection of closed subsets of X
satisfying the finite intersection property has non-empty intersection.

Proof. The proof of this lemma can be found in [10]. O

In the following theorem we consider R,~ as a topological group under addition. The
topology is defined by the open neighbourhoods of x € Ry, N'(z) = {z 4+ (p") }ien. By
basic properties of topological groups, Ry~ is compact and these neighbourhoods are
also closed sets in Ry [3].

Theorem 3. Let {g,: fieNu{oo} be an infinite chain of regular polynomials such that g,: €

R,i[X] and Vi ,i(gpi) = gpi for every i,j € N U {oo} such that i > j. Then, there

exists {g;i (X)}ienu{oo} @ sequence of polynomials with leading coefficient a unit and
i € Ryi[X], such that

(Z) \I’p’i,p(g;i) = \iji,p(gpi):
(i) i (X) divides gpi (X),
(m) \I]pi N (g;z) = g;j;
for every i,j € NU{oo} such that i > j.
Proof. We consider
S ={m € Ry [X] | degm < r},
where r = deg gp. Since S is the direct sum of 7 compact spaces, it is also compact with

the sum topology. The sets m(X) + (p*) N S form closed neighbourhoods of m(X) € S,
since they are direct sum of closed sets of R,~. Let

Se = {g* € S | pe pe(g7) has leading coefficient a unit,
Upe,p(9") = Upo p(Gp=): Vo e (9°) | gpe |

= {g* € S | pe pe(97) has leading coefficient a unit,

g (X) = gp=(X) (mod p) }

3 € Ry=[X] s. t. {
9*(X)q(X) = gp=(X) (mod p°)



M. Epelde / Finite Fields and Their Applications 84 (2022) 102097 11

for all e € N. Note that the S, are closed in S, since there are finitely many polynomials
in S modulo p?, and if g € S then also g+ (p°) N S C S, so S, is the union of finitely
many closed subsets of S. Moreover, by Lemma 3, the S, are non-empty, and S, C Se_1
for e > 2, so the A = {S.}cen satisfies the FIP. By Lemma 5, the intersection of the
subsets of A is non-empty, so there exists g € 5 such that the leading coefficient of
gy is a unit and there exists ¢.(X) € S such that gy (X)gq.(X) = g(X) modulo p® for
any e € N. Now, let us consider

Ye={q€ S| q(X)gp=(X)=9g(X) (modp)},

for every e € N. Applying the same lemma, there exists ¢ € S such that gy (X)q(X) =
gpe (X) modulo p® for any e € N, so there exists gy € Rp[X] and ¢(X) € Rpeo [X]

such that the leading coefficient of gy is a unit and gie (X)q(X) = gpe (X), 50 gre

divides gpeo
Let {gp:tien with g7 = Wpe 4i(gpe) € Rpyi[X]. Since gio € Si, g divides gy
Moreover, since W oo i (gpoo) = Gpi,

\iji,p(g;'i) (‘1/ (gp )) = ‘I’P"’Q,p(g;OC) = \I/P"ovp(gp"o) = \iji,p(qu‘”,pi (gp"o))

Ui
= Wpi p(gpi)-
Finally,

“Ilp N (gp )= \I/p ,pJ (\I]p‘x’,pi (g;w)) = \Ilp‘x‘,pj (g;w) = g;ﬂ
for any 4,5 € N U {oo} such that s > j. O

Example 5. Let

o0 oo
g3 (X) = 3X2% + (1 +Z3i> X +) 3" € Rs=[X]
1=2 =1

and {gsi }ieNU{oo} Such that gsi = Wse 3i(g3~) € R3:[X]. By definition, these sequence
forms a chain of lifts of W3 3(g3) = X, since, for any i > j,

‘1’373,31 (937?) = ‘1’37?731 (‘1’300,377 (9300)) = ‘1’300731 (93%) = g3i .

Let us find a sequence {g3; }ieNu{oo} Satisfying the conditions in Theorem 3. Observe
that

gom (X <x+23> (35 + 1) @)

Let g3 (X) = X + 3072, 3" € Ry [X], and g}, = U3 3i(g5~) € R3:[X] for i € N. Since
g3 is monic, the gz, are also monic. Moroever, for any i > j,
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Table 1
Some examples of the polynomial chains described in Theo-
rem 3.

Z s g3: (X) g5:(X)

=

Zs~ 3X2+(1+32,3)X+352,3  X+3y2,3

Zor  3X?2 4+10X 412 X +12

Zo 3X%2 4+ X +3 X +3
Zs X X
< .
T'p=(L,g) Ty (L, 9")
Fp" ("Z}\p“’,p“(L)v ‘ij“.,pE (9)) — F:D" ('LZ;:D“’YPE(L)v ‘ijmms (g*))

Fp2 ('lz"\px’,p2 (L)7 ‘Il'px,ju2 (g*))

Fp2 ('lz"\p‘)",p2 (L)7 ‘Il'px,;ﬂ (g))

Fp(apm»p(L)v Upee,p(9)) Fp(ip“»p(L)v Upee,p(97))

Fig. 1. A map showing the relations between the different Goppa codes presented in this paper. The poly-
nomials of Goppa codes on the right column have a unit as leading coefficient.

‘I’3i,37‘ (9;) = ‘I’3i,3f(‘1’3°°,3i (g;koo)) = \1130073]- (ggw) = gékj-
In particular, for every ¢ € N U {o0},
‘I’3i,3(9§i(X)) =X = ‘I’si,3(g3i(X))~
Finally, considering Equation (4) modulo p?,
g3:(X) = g3 (X) W30 3: (3X + 1),

so g3; divides ggi. Hence, the sequence of polynomials {g7; }ieNu{so} satisfies the condi-
tions established in Theorem 3. Table 1 shows some examples of these polynomials.

Remark 5. Lemma 4 creates an infinite chain of codes, as seen in Fig. 1. In general, it
is not true that I'yee (L, g) = T'pe (L, g*). For instance, let g(X) € Rpe[X] such that
deg g > hdegg*. By the Singleton bound, Corollary 1 and Theorem 1,

dimzpoc 1_‘p"o (Lag) S n — d(rp‘x’ (ng)) + 1
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<n-—degg
<n—hdegg*
< dimT)~(L,g)

This result also lets us set a parity-check matrix for a chain of Goppa codes.
Corollary 2. Let 'y (L, g) be a Goppa code, and let g* € Ry[X] be the polynomial
from Theorem 3. Then, T'p(L,g) has parity-check matriz (1), and for any e € N,
Lpe (¥po pe (L), Wpoe pe(g)) has parity-check matriz (Vpe pe (H})), where H* is the ma-
triz defined in (3).

Proof. It is a direct consequence of Theorems 2 and 3. O

3. Direct lifting of Goppa codes

Next, we want to show some special chains of isomorphic Goppa codes for different
values of e € N. We start by the proving some easy computations in e

Lemma 6. Let e,k € N, a+p°~'b € Rye a unit and g € Rye[X].

(i) (a+p~tb)F = a*F + p*~Lka*~1b.
(ii) If a is a unit, (a +p°~tb)~L = a=1(1 — p~la=1b).
(iii) g(a + p°~1b) = g(a) + p°~tbg'(a), where g’ denotes the derivative of g.

Proof. Part (i) can be proved using the binomial formula, and the proof for part (ii) is
straightforward. For part (iii), let g(X) = Y_._, ¢;X. By part (i) of this lemma,

gla+p'b) = Zgzaﬂf 'b)’ Zgza +p°T 1bzgzw =g(a) +p*'bg'(a). O

Now, we show the intersection of two Goppa codes over Z,. generated by the same
polynomial modulo p®~!. For the sake of simplicity, from now on we take the components
of the parameter L to be units, but these results can be extended to any Goppa codes.

Lemma 7. Let e € N, let T'ye (L, g) be a Goppa code and let L' = (B1,...,8n) € FJh. Let
g* be a monic polynomial satisfying the conditions from Lemma 5. If ¢ € T'ye(L, g), then
c €Tpe(L+p L, g) if and only if

Zcz-g*(ai)_104{*2(041-9*(%)_19*'(%) +j—=1)pi=0 (mod p)

forallj € {1,...,degg*}.
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Proof. Let ¢ € I'ye (L, g). According to Theorem 2,
n .
Zciaf_lg*(ai)_l =0, jef{l,...,r}
i=1

where 7 = deg g*. Similarly, ¢ € T'ye (L + p¢~1L’, g) if and only if
n .
Zci(ai —‘rpe_lﬁi)J_lg*(Oéi —I—pe_lﬁi)_l =0, j e {1, RN r}.
i=1
By Lemma 6, this is equivalent to
D el +p M = DBial g (@) (1= P Big () g (aw) = 0,

i=1

je{l,...,r}

The equations above can be written as

D ciod gt (an) T+ p Y gt (en) el P aig(aa) g (0a) + 5 — 1)Bi = 0,
i=1 =1
jed{l,...,r}h

Since ¢ € T'e (L, g), it follows that ¢ € e (L 4+ p*~'L/, g) if and only if

> gt (o) ad T (igT () THg (i) + 5 — 1)Bi =0 (mod p)
1=1

forall j € {1,...,r}. O

As a consequence, for every Goppa code over Z,e, there exists an isomorphic Goppa
code over Zpet1.

Theorem 4. Let e € N and let T'pe (L, g) be a Goppa code. There exists L' € ]Fl’fhk such
that, for any f € Rpye+1[X] such that Wpet1 e (f) = g,

Dpet1 (L4 p°L', f) = pib s e (Tpe (L, 9)).

Proof. Let f € Rye+1[X] be such that Wye1 ,(f) = g. We consider the family of lifts of
T'pe (L, g) with polynomial f,

C={Tpe(L+p 'L, f)| L' €Fpns,s € N}.
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Since there exists a finite amount of submodules of Lipesr, C is finite. Hence, there exists
h € N large enough such that C' = {Tpes1 (L +p*~ 'L, f) El and L; = ( fi), e ,(f)) €
IF;},LS for i € {1,...,|C|}. Let us consider a F,n.-basis B = {1,51,...,8n} of Fpnsnin.
For any i € N, B; = {1,681 — Y), coyBn — [3,(;)} is also a basis of Fn«n+1). We consider
L* = (f1,...,0,) and Lf = (1 — Y),...,Bn - ,(f)) for i € {1,...,]|C|}. Let us show
that

Tpen (L+p°L*, )N Dpet (L+p°Ly, f) C pZZE .

Let ¢ € T'petr (L4+p°L*, )N pe+1 (L+p°Ly, f) be a non-zero codeword, and let L+p°L; =
(a1,...,ap). Since L+ p®L* = L + p°L; + p°L¥, Lemma 7 implies

> cif () el T (i f ()T (en) + 5 — 1B =0 (5)

=1

modulo p, for a f* and for every j € {1,...,deg f*}. Let us assume @Zpeﬂ,p(c) = 0. Since
¢ € Tpet1(L + p°Ly, f), from Theorem 1 it follows that @Zpeﬂ,p(c) € Pp(’(zJ\pe+1,p(L)7f)
and therefore w(ipe“’p(c)) > deg f* + 1. If f*'(X) = 0, Equation (5) for j = 1 is a
contradiction. In fact, that there are at least deg f* 4+ 1 non-zero terms modulo p and
B; is a [Fpns-basis of Fpnsm+1), so any [Fprs-linear combination of its elements being zero
implies the coefficients being also zero. On the other hand, if f*'(X) # 0, it has at most
deg f* — 1 roots, so at least 2 terms in Equation (5) for j = 2 are non-zero. Similarly, B;
being a basis contradicts the equality. We conclude that I'pe+1 (L +p°L*, f)NC C pZZe+1
for any possible Goppa code C, so I'pe+1(L 4+ p°L*, f) C PZyesr- By Theorem 1,

Fpe+1 (L —|— peL*, f) = FpeJrl (L —|— peL*, f) N pZZe+1
- pwp_eil,pe (ch(izpeﬂ e (L +p°L7), Uperi e (f)))
= Pyt e (Tpe(Lyg)). O

Example 6. Part 2 of Example 3 shows two instances of Goppa codes over Zsge which
are exact copies of the codes over Zy.—1 and are obtained by lifting the corresponding L
and g.

Corollary 3. Let e € N, let I')e(L,g) be a Goppa code, and let goo € Rpoo[X] such
that Uy (goo) = ¢. Then, there exists Lo € Rpee such that pe pe(Los) = L,
FP‘X’ (LOOagoo) = {0} and fO’I’ any] >e,

ij (QZP“J)J' (LOO)v \ij“,pj (9o0)) = ije@;l,pe (Fp“ (L, 9))

Proof. The proof is the result of repeatedly applying Theorem 4 infinitely many times
to I'c(L, g). The resultant lift of L to Ry~ defines a series of Goppa codes over Z,,; which
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are exact copies of the original I'pe(L, g) and multiples of p?~¢. Moreover, by part (iii)
of Theorem 1, the code over the p-adic integers must be trivial. O

4. Changes in the polynomial

In the previous section, we have studied the changes in the Goppa codes by modifying
L. Now, let us change the Goppa polynomial. First, let us recall the following result for
Goppa codes found in [7].

Lemma 8. Let g € Ry[X] be a square-free polynomial. Then, T'o(L,g) = T2(L, g?).

Now, we can prove the following result for p = 2. This theorem is the generalization
of its quaternary version, shown in [5].

Theorem 5. Let g € Roe[X] be a square-free polynomial with a unit as its leading coeffi-
cient, let Tae (L, g) be a Goppa code, and gs € Rae[X] such that deg g < degg. Then,

FQE (Lag) = FQE (Lag + 25_192)‘

Proof. Let us prove I'se(L,g) C Tae(L,g + 2°71gy) for any polynomial g, sat-
isfying deggo < degg. Let ¢ € T'se(L,g). According to Theorem 1, 1226)2(0) €
F2(1Z2672(L),\I/2672(g)). Since g is square-free, Woeo(g) is also square-free, and by
Lemma 8, &2672(6) € FQ('IZQEQ(L),\IIQe,Q(g)z). By Lemma 1 and since the leading co-
efficient of g is a unit, this happens when

Zciag_lg(ai)_Q =0 (mod 2)
i=1
for all j € {1,...2degg}. Equivalently,
> el ga) =0 (mod2)
i=1

for all j € {1,...,degg} and k € {0,1,...,degg}. The equations above can be written
as

T

Zak Zciafag_lg(ai)_Q =0 (mod 2)

k=0  i=1
for all j € {1,...,degg} and a; € Rae or, equivalently,
n

Z ciod " g(a)?ga(ai) = 0 (mod 2)

i=1
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for all j € {1,...,degg} and g2 € R,e[X] such that deg g, < degg. Here, we have taken
92(X) =Y 4o arX". Since ¢ € I'sc(L, g), by Lemma 1 and since the leading coefficient
I=lg(a;) "t =0 for all j € {1,...,deg g}, so this is equivalent to

of g is a unit, Y ;| c;or)

n n
Doy glan) 27 ) ol g(as) Pga(e) = 0
i=1 i=1

for all j € {1,...,degg} and go satisfying the hypothesis. Finally, by Lemma 6, the
expression above can be written as

n
> o] (o) M1 = 27 () T ga(e)) = O
i=1
forall j € {1,...,degg} and g, satisfying the conditions of the theorem. Since the leading
coefficient of g + 2¢71gy is also a unit, this is equivalent to ¢ € T'ye (L, g +2°"1go). O

Corollary 4. Let e € N, g € Rye[X] and let g* € Rae[X] be the polynomial that, by
Lemma 3, has the same projection as g and has a unit as its leading coefficient. Let
g2 € Roe[X] such that deggo < degg*. If Use 2(g) is square-free,

Poe(L,g) = Toe(L, g" + 2 g2).
If q is the polynomial satisfying q(X)g*(X) = g(X), then

Tye(L,g) =Tae (L, g+ 2 'qg2).
Proof. The proof follows directly from Theorem 5. O

Example 7. Let us consider again Example 1. Observe that g(X) = X(X? 4+ a?X +af),
and X2+ a*X +a® has no roots in Rg, so g is square-free in Rg. By the previous theorem,
we can check that Tg(L, (1+4a?) X3 +a?X? + (a® +4a) X +4) is generated by the same
generator matrix G from Example 1.

5. Applications to cryptography

Goppa codes are the core of the original McEliece cryptosystem [9]. This cryptographic
scheme, as well as Niederreiter’s [11], can be generalized to rings.

Definition 3. Let e € N U {oc}, n € N and C C Zj. be a Zpe-linear code with generator
matrix GG, error-correcting capacity ¢ > tg and an efficient decoding algorithm D. We
define the Z,. McEliece cryptosystem as follows. The secret key is formed by G, D, a
random permutation matrix P and a random nonsingular matrix S. The pair (G, tg)
forms the public key, where G’ = SGP. We define the encryption function as E(m) =
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mG’'+z, where z € Zye is arandomly generated error satisfying w(z) < 4. The decryption
process consists of: first, multiplying the ciphertext by P!, then apply the decoding
algorithm D and finally solving linear equation systems.

The security of the McEliece cryptosystem is based both on the NP-hardness of the
decoding problem of random linear codes over Z,e, and the indistinguishability of the
code C, i.e., one should not be able to separate C from a random Z,.-linear code.

Regarding the former, Elwyn R. Berlekamp, McEliece and Henk C.A. van Tilborg
proved the difficulty of the problem in [2] for the case p® = 2. This proof can be gener-
alized to Zpe-linear codes [13]. On the other hand, the original McEliece cryptosystem
uses binary Goppa codes, and this family of codes still seems to be the most reliable
today. When e € N, one can prove that the distinguishability problem for the binary
Goppa codes can be reduced to the distinguishability of p®-ary Goppa codes. In fact,
both distinguishability problems are equivalent.

Theorem 6. Let e € N. The distinguishability problems for Goppa codes over Z, and Z e
are equivalent.

Proof. Let us assume there exists a distinguisher D for Goppa codes over Zye, i.e., a
polynomial time algorithm to distinguish the code. Let C = pe_lqz];{p(Fp(L, g)). Accord-
ing to Corollary 3, C is a Goppa code over Zy. for some L. and g, such that zzpc p(Le) =1L
and ¥y ,(g9.) = g. Applying D to C identifies C, hence distinguishing I',(L, g).

Now, let us assume there exists a distinguisher D for p-ary Goppa codes, i.e., a polyno-
mial time algorithm to distinguish a Goppa code over Z,,. Let C the p-ary code isomorphic
to Tpe (L, g)Np°~ ' Zj. . According to Theorem 1, C is a Goppa code of parameters Jpe,p(L)
and ¥, ,(g). Applying D to C identifies C, hence also distinguishing I'pe (L, g). O

This result rises the potential cryptographic interest of Goppa codes. In fact, if p =
2, the security of every Goppa code reduces to the security of the original McEliece
cryptosystem, which is considered by far one of the safest cryptographic schemes, even
resisting attacks by a quantum computer [12].

6. Conclusions and future work

In this paper, we have presented Goppa codes over the p-adic integers and integers
modulo a power of p. We have proved their basic properties, and some isomorphisms be-
tween Goppa codes over different rings. Finally, while we leave the possible applications
of Goppa codes over the p-adics as future work, we have shown a possible cryptographic
application of these codes over the integers modulo p®. This is interesting due to the rais-
ing popularity of code-based cryptography as one of the few quantum-resistant families
of cryptographic schemes.
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