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Abstract: Designing smart building IoT applications is a complex task. It requires efficiently inte-
grating a broad number of heterogeneous, low-resource devices that adopt lightweight strategies.
IoT frameworks, especially if they are standard-based, may help designers to scaffold the appli-
cations. OpenFog, established as IEEE 1934 standard, promotes the use of free open source (FOS)
technologies and has been identified for use in smart buildings. However, smart building systems
may present vulnerabilities, which can put their integrity at risk. Adopting state-of-the-art security
mechanisms in this domain is critical but not trivial. It complicates the design and operation of
the applications, increasing the cost of the deployed systems. In addition, difficulties may arise
in finding qualified cybersecurity personnel. OpenFog identifies the security requirements of the
applications, although it does not describe clearly how to implement them. This article presents a
scalable architecture, based on the OpenFog reference architecture, to provide security by design
in buildings of different sizes. It adopts FOS technologies over low-cost IoT devices. Moreover, it
presents guidelines to help developers create secure applications, even if they are not security experts.
It also proposes a selection of technologies in different layers to achieve the security dimensions
defined in the X.805 ITU-T recommendation. A proof-of-concept Indoor Environment Quality (IEQ)
system, based on low-cost smart nodes, was deployed in the Faculty of Engineering of Vitoria-Gasteiz
to illustrate the implementation of the presented approach. The operation of the IEQ system was
analyzed using software tools frequently used to find vulnerabilities in IoT applications. The use of
state-of-the-art security mechanisms such as encryption, certificates, protocol selection and network
partitioning/configuration in the OpenFog-based architecture improves smart building security.

Keywords: smart buildings; cybersecurity; OpenFog (IEEE1934); artificial intelligence of things (AIoT)

1. Introduction

Smart building applications are expected to make a significant impact in buildings by
providing advanced services that may leverage sustainable development goals [1]. As a
matter of example, smart building applications carry out diverse tasks such as optimizing
energy consumption [2,3], controlling indoor air quality (IAQ) [4–6] or delving into the
information acquired [7,8]. Frequently, smart building applications combine the use of
Artificial Intelligence (AI) and Internet of Things (IoT) technologies [9] and require the
integration of a considerable amount of monitoring and actuation devices for automatic
processing and control purposes [10].

However, the design and development of IoT-enabled smart building applications is
a complex task [11], since they must satisfy substantial requirements in terms of comfort,
energy consumption, usability and security [12]. Often, these applications require the
analysis of big volumes of data, acquired from a large number of heterogeneous devices
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located in a broad area [13]. The adoption of Edge/Fog/Cloud concepts promotes the
organization of IoT devices in multi-tier computing infrastructures [14,15]. In particular,
fog computing has been proposed in smart buildings to administer the massive, security-
crucial, and delay-sensitive data, which are produced by IoT devices [16]. Thus, the use of
fog computing allows the processing and storing of data locally, delivering high-quality
services with short response times [15].

Designing smart building applications poses several challenges to integrating a broad
number of heterogeneous, low-resource devices efficiently using lightweight strategies. Al-
though vendor-specific solutions may be used in smart building applications, the adoption
of Free and Open Source Software and Hardware technologies may increase flexibility and
reduce deployment costs. In particular, the adoption of IoT distributed architectures may
enhance service provisioning along the Cloud-to-Things continuum [17].

Unfortunately, increased connectivity and accessibility come with increased cyber-
security threats, so smart buildings may become vulnerable to cyber-attacks that may cause
discomfort, excessive energy usage, or unexpected equipment downtime [18]. In [19],
the authors identify four key points in fog applications that can be highly vulnerable to
cyberattacks, namely: (1) data storage, (2) data exchange, (3) data querying, and (4) data
computation. In [20] a taxonomy of cyber-physical threats and their impact on smart homes
is presented focusing not only on the attack vectors but also on the potential impact on the
systems and the domestic life of the occupants. According to [21], the vulnerabilities of IoT
devices may be grouped into four categories: confidentiality, integrity and authentication,
access control and availability, and capability to reflect DDoS attacks. However, these
vulnerabilities must be first identified. A pioneering study uses the Shodan search engine
for detecting security issues in smart buildings [22].

Security issues in IoT applications require a myriad of security protocols, hardware
and other components to work in harmony. This can only be achieved by outlining a
holistic view of IoT systems [23]. In addition, IoT devices used in smart buildings typically
have low resources, hence lightweight strategies that balance privacy and security must be
adopted. Security-by-design is an approach that involves implementing security measures
to protect IoT applications in the software and hardware development life cycle and not
after detecting a security breach [24]. However, too often, fog applications are driven
by the desire for functionality and end-user requirements, while the security aspects are
ignored or considered as an afterthought [25]. As a result, the design issues for data security
and privacy in IoT applications remain partially unsolved, making them easy targets for
security attackers.

Introducing security mechanisms in smart building applications is critical, but it is not
trivial. In fact, it complicates the design and operation of smart buildings, especially in the
case of large buildings, which may handle huge amounts of data traffic. The introduction of
security mechanisms increases the complexity of the applications, increasing the final cost
of the deployed systems. It may even be the case that difficulties arise in finding qualified
personnel to implement security mechanisms in this type of application. For this reason,
the definition of a scalable architecture that may adapt to buildings of different sizes as well
as the definition of several guidelines may assist application designers and implementers
in the process of creating secure smart building applications.

In this scenario, the use of reference architectures and standards eases the integration
and interoperability among devices in complex IoT applications. Some reference architec-
tures available are RAMI 4.0, IMSA, IVRA, IIRA, and OpenFog [26]. In this work, OpenFog
has been selected for several reasons: (1) OpenFog, established as IEEE 1934 standard [27],
presents a simple and adaptable model that has been identified to be implemented in
smart homes and buildings [16]; (2) this standard promotes the use and integration of open
hardware and software technologies; (3) the OpenFog standard considers security as a key
pillar and identifies the security requirements of the applications [28]. However, OpenFog
defines a reference architecture that may combine a broad number of security mechanisms,
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not being always obvious to select the best alternatives. In addition, it does not describe
clearly how to implement these mechanisms.

The presented approach provides an implementation view for applications deployed
in smart buildings. Thus, it eases the implementation of solutions that include key security
aspects for small or medium-sized enterprises (SMEs), public properties, or domestic instal-
lations, which may find difficulties in implementing secure related technologies [29]. This
approach integrates a broad number of state-of-the-art security mechanisms, such as the
use of root-of-trust hardware, network authentication, certificates, encryption mechanisms,
secure communication protocols, personal and corporate firewalls as well as adequate
network configurations. Also, the use of a multilayer architecture, following the OpenFog
reference architecture, allows adapting the presented approach to scale to buildings of
different sizes, since it allows to define separate areas of operation, which do not interfere
among them.

In summary, the contributions of this article are as follows:

1. It identifies the state-of-the-art security mechanisms that must be used to guarantee a
certain degree of cybersecurity in smart building applications.

2. It presents a scalable architecture, based on the OpenFog reference architecture (IEEE
1934 standard), to provide security by design in smart building applications. The
presented approach promotes the use of free and open-source software and hardware
technologies and may be used to integrate low-cost IoT devices.

3. It presents guidelines to help developers and implementers create secure smart build-
ing applications, even if they are not experts in cybersecurity.

4. It illustrates how to apply the presented approach to develop smart building se-
cure applications by means of a proof of concept implementation at the Faculty of
Engineering of Vitoria-Gasteiz.

This article is structured as follows. Section 2 presents some background information,
which analyzes the vulnerabilities and security requirements in smart buildings, presents
the OpenFog security view and discusses some related works. Section 3 proposes an
OpenFog-based secure architecture for smart buildings and presents some implementation
guidelines. Section 4 illustrates the implementation of the proposed architecture, by means
of a low-cost proof of concept deployed in the Faculty of Engineering of Vitoria-Gasteiz,
following the guidelines presented in this work. Finally, Section 5 draws some conclusions.

2. Background
2.1. Vulnerabilities in Smart Buildings

The National Institute of Standards and Technology (NIST) defines vulnerabilities as
weaknesses in the information systems that could be exploited by potential threats [30,31].
Typical smart building applications encompass a variety of components such as application
servers, communication infrastructures, human–computer interfaces and even sensors
and actuators. Each component may be affected by multiple vulnerabilities. Mostly, these
vulnerabilities stem from applying security measures in an inadequate way or from using
a poor network configuration with insufficient isolation. As a result, both sensitive infor-
mation and the correct operation of systems can be left unprotected. This fact may impact
the safety and privacy of the individuals. Particularly, processed and stored data should
be protected in order to guarantee the privacy of the occupants. To prevent cyber-attacks,
it is necessary to introduce countermeasures encompassing procedures and techniques
employed to prevent, mitigate and eliminate potential attacks, thereby minimizing the
harm they may cause [31]. These vulnerabilities need to be addressed by means of a correct
methodology [30,31] that minimizes human error in the design of the security models [32].

In this scenario, standards such as OpenFog [27] and MUD [30] capture the nature of
risks and threats according to the errors made and the points at which they can occur. In
this way, they help to identify all possible factors to be considered. As identified in [23,33],
these threats may address user identification, user tracking, profiling, utility monitoring
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and network control. Table 1, provided by the IEEE 1934 standard [27], presents some
common threats and attacks in complex IoT applications.

Table 1. Examples of threats and attacks [27].

Threat
Categories

Confidentiality
Violation

Integrity
Violation

Authentication
Violation

Availability
Violation

Privacy
Violation

Intents

Leaking

information

through

overt/covert

channels

Modifying

data/code

without

proper

authorization

Masquerading

one entity as

another entity

Rendering

resources

unreachable

/unavailable

Leaking

sensitive

information

of an entity

(incl. identity)

Insider
Attacks

Data Leaks
Data

Alteration

Identity/Password

/Key Leaks

Equipment

Sabotage

Data/Identity

Leaks

Hardware
Attacks

Hardware

Trojans,

Side Channel

Attacks

Hardware

Trojans
Hardware Trojans

Radio

Jamming,

Bandwidth

Exhaustion

Hardware

Trojans,

Side Channel

Attacks

Software
Attacks

Malware Malware Malware
DoS/DDoS,

Resource

Depletion

Malware,

Social

Network

Analyses

Attack
Venues

Network
Based

Attacks

Eavesdropping
Message/

Transaction

Replay

Spoofing,

Man-in-Middle

Attacks

DoS/DDoS,

Subnet

Flooding

Traffic Pattern

Analyses

2.2. Security Requirements in Smart Buildings

There are several key aspects that need to be considered for ensuring security in IoT
applications. For example, standards like IEEE 1934 [27], designed by the Industrial Com-
munications Consortium (ICC), or MUD [30], designed by NIST, identify the requirements
that need to be considered for developing smart buildings and home automation systems.
These standards review the points in the software that might be vulnerable, which could
pose a risk.

In addition to software security, it is crucial to highlight hardware security. In this
standard [27], fog nodes are intended as the first barrier for encryption and access control
to the devices in the edge layer. It is imperative to ensure that only authorized entities
can access these devices. Although edge devices are quite heterogeneous, they should
have a certain level of security, which includes securing their components and protecting
their communications.

Smart buildings require several types and levels of security. In addition, each type
of asset needs to be protected against different levels of threats specific to their intended
use and location. Among these assets, the information technology infrastructures are espe-
cially critical. It is necessary to ensure the availability of the services and the information
contained in these assets, focusing on sensitive and personal information.

In a smart building infrastructure, end-to-end security demands encompass every-
thing in the Cloud-to-things continuum model. A security plan shall include measures to
prioritize aspects where cybersecurity techniques should be implemented in the follow-
ing categories

1. Data Storage: In smart buildings, data are stored on the nodes of the fog layer tem-
porarily or indefinitely. These nodes must be especially protected against cyberattacks.
Within this category, key protection should be taken into account. According to [23],
it is recommended to include anti-tampering protections, as well as detection and
recovery mechanisms.
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2. Device Interconnection: The communication among fog and edge devices must be
properly encrypted to protect communications against cyberattacks. This approach
protects the information used in smart building applications from unauthorized access.

3. Communication with the Cloud: Information exchange with the cloud must be secure
and reliable, avoiding information leakage. So, secure protocols that encrypt the infor-
mation must be used. Also, institutional firewalls are necessary to filter, identify, and
categorize each element of the data flow preventing access by unauthorized parties.

4. Data Protection: Confidential data of both users and entities connecting to the network
must also be considered. Each element has its particular identification, and it is
necessary to ensure that unauthorized entities do not access them or make a copy to
try to access the architecture.

2.3. Openfog Security View

This subsection summarizes some security recommendations for Edge/Fog/Cloud
applications according to the reference architecture proposed in the OpenFog standard [27].
OpenFog identifies certain security aspects that must be solved, which may be classified
into four categories: cryptographic functions, node security aspects, network security
aspects, and data security aspects.

• Cryptographic functions: Most security services involving confidentiality, integrity,
authentication and non-repudiation require cryptographic functions to provide secure
execution environments for trusted software or data integrity. Cryptography may be
implemented in different ways, either in software or by means of hardware security
processors, such as Platform Security Processor (PSP) or Trusted Platform Module
(TPM). Symmetric or asymmetric ciphers may be used to implement cryptographic
algorithms with different levels of security and computational cost.

• Node security aspect: Node integrity is a fundamental part of security as it makes up
the bulk of the architecture’s structure. The Trusted Computing Base (TCB) refers to
the platform hardware, software and networking components that if violated would
compromise the ability of the system to enforce its security policies. The root of trust
is at the heart of the TCB and the security of the fog node. Security needs to be
anchored in the hardware so that it cannot be circumvented. The Hardware Root of
Trust (HW-RoT) is the key to a fog node’s TCB. Fog nodes should support a HW-RoT
to ensure that non-verified code is executed in the boot process. This is a key stage
to confirm the node security. It is critical that fog nodes have a method to securely
establish a root of trust during the boot process, ensuring that the firmware and the
system software have not been tampered with.

• Network security aspect: Fog computing applications are deployed between the
frontend devices and the cloud computing data centers. The ITU-X.805 Recommenda-
tion [34], identifies two operational planes in order to provide end-to-end security com-
munications: Security Provisioning and Security Monitoring and Management, with
three functional layers: Communications Security, Services Security and Applications
Security. Security Monitoring and Management typically involves the configuration of
several network security appliances such as Firewalls, Deep Packet Inspection (DPI),
Intrusion Detection and Protection Systems (IPS/IDS), System/Network Events and
State Monitoring. The communications occurring in the Device-Fog-Cloud computing
continuum can be categorized into three kinds of communication pathways:

– Node-to-Device: It covers the communication between edge devices and fog nodes.
Among many Internet resource-constrained IoT devices, limited cryptographic
capability is available. Techniques such as symmetric ciphers using manually
installed keys are commonly used in these kinds of devices. These devices must
be installed in physically protected environments and connected via hardware
connections to one or more fog nodes that can provide most of the X.800 com-
munication security services. The use of wireless technologies is common in this
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communication pathway, in particular, MQTT over WiFi and TLS for publish-
subscribe messaging and 802.1X for authentication purposes.

– Node-to-Node: It covers the communication among several fog nodes. Fog nodes
coordinate between them in order to accomplish specific objectives. This layer
combines the client-server computing model, typically over HTTPS, and the
publish-subscribe messaging patterns, with MQTT being one of the most com-
monly used protocols. Strong authentication and non-repudiation services shall
be implemented using security credentials derived from the hardware root-of-
trust installed in the fog node.

– Node-to-Cloud: It covers the communication between fog nodes and cloud services.
Strong authentication and non-repudiation services shall be implemented using
security credentials derived from the hardware root-of-trust installed in the fog
node. Almost all these communications are currently conducted as web service
transactions over TCP/IP protocols.

• Data security aspect: Encryption algorithms are used to enforce most data security
aspects. OpenFog classifies data in three categories: data in use, during data process-
ing; data at rest, when resides on non-volatile storage devices, such as hard disks
or SSDs; data in motion when they are sent or received on network interfaces as
packets. Memory encryption technologies could be implemented for data in use. The
encryption of data at rest limits the access to the data to those with the correct keys.
Three encryption methods are generally used for data at rest: full disk encryption; file
system encryption and file system access control mechanisms. The use of technologies,
such as TLS or VPNs, allows encrypting data in motion.

2.4. Related Work

Providing privacy, trust and security is a critical need in smart buildings since a
security breach could have consequences in the services that may affect occupant safety,
comfort, privacy and economic aspects [33]. Unfortunately, smart building applications
are not always adequately protected, so some of the threats may pose a significant danger
to building operations. Actually, ensuring privacy and security is one major research
challenge, since IoT applications generate a huge amount of data that must be treated in
a private and secure way [35]. Threat attacks exploit weaknesses in individual devices to
access their data.

Security concerns have grown over the last decade due to the increase in cyber-attacks
on building automation systems (BAS). The work in [18] presents a critical review of cyber-
physical security for building automation systems, focusing on the four BAS dominant
vendor-specific protocols, i.e., BACnet, KNX, LonWorks and Modbus. This review reports
exhaustively several cases of the most common cyber-attacks identified. This work also
mentions some typical threats that affect smart buildings more often. Different attack types
are used to exploit known vulnerabilities in the systems. For example, Denial-of-Service
(DoS) describes a type of attack that causes the services or resources from a system to
be inaccessible to their legitimate users [36]. A fuzzing attack is a software technique
consisting of sending many invalid and randomly generated inputs to a system [37]. In
Man-In-The-Middle (MITM) attacks [38] a perpetrator positions himself in a conversation
between a user and an application. Password Brute-Force algorithms generate all possible
combinations of characters in a specified range and length, while the dictionary attack
checks against a predefined word list [39]. A replay attack is one typical threat that does
not require any system information, where the attacker, e.g., records a sequence of sensor
messages and replays the sequence afterward [40]. Sniffing is a type of attack in which its
process involves capturing, decoding, inspecting, and interpreting the data from the packets
transmitted over the transmission channel, e.g., the TCP/IP network [41]. Spoofing is also
a common attack on smart home systems where the attacker manipulates fake identities by
forging a large number of identities to act as legitimate nodes, thereby compromising the
effectiveness of IoT devices [42].
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Table 2 summarizes the diverse approaches and methodologies available in the liter-
ature to cope with common threats. In some of them, authors prove the effectiveness of
these practices by testing or simulating them.

Table 2. Diverse attacks that affect the security of smart buildings and approaches to cope with them.

Type of Attack Proposed Solutions Description

DoS/DDoS [42–48]

Anomaly detection when the
server is saturated by excessive
data traffic preventing the use
of online services and sites.

Tampering [49–52]
Secure hardware systems
against physical tampering and
unauthorised access.

Fuzzing attack [53,54]

System alerts when the data are
being exploited by the attack or
fuzz models for testing systems
to seek vulnerabilities.

Replay attack [42,45,46,55–57]

Protect the authenticity and
timeliness of
communications to secure
the network between devices.

MITM [42,57–61]
Ensure the confidentiality of
information transferred between
two entities.

Password Brute-Force attack [57,62–64] Introduce good user and
password policies.

Sniffing [65–68]

Encryption from malicious
activities where an attacker
intercepts and captures network
traffic to gain unauthorized access
to sensitive information.

IP Spoofing [42,52,57]

Protect against false identities of
entities impersonating users or
devices to avoid compromising
the IoT architecture.

In this scenario, it is possible to find several IoT architectures for smart buildings.
Some of them are based on reference architectures. For example, ref. [6] presents an
architecture for smart buildings based on the OpenFog reference architecture which uses
fuzzy logic for controlling the IEQ conditions of a building. However, this architecture does
not implement security mechanisms. Other works propose solutions that include security
issues in smart buildings, but which are not based on standards or reference architectures.
For example, ref. [69] presents a proprietary architecture aimed at improving energy-
efficiency in smart buildings, which considers security aspects. In [70] a component-based
architecture is proposed, aiming at managing residential environments, which implements
fog computing concepts. Ref. [71] presents a distributed fog computing Home Automation
System (HAS) that claims to provide seamless communications among ZigBee and WiFi
devices. In [72] it is presented a framework to protect smart homes by using VLAN-
based network isolation. Ref. [73] surveys research works conducted on the integration
of Software Defined Networking (SDN) in smart buildings. Outside the smart buildings
domain there are also some interesting works. For example, ref. [74] presents a network
security model involving firewalls, routers, Virtual Local Area Networks and one AAA
(Authentication, Authorization and Accounting) server. In [75], a novel cybersecurity
technology, so-called HoneyNet, is implemented. Their approach uses a decoy for hackers,
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creating a deliberate sense of vulnerability. Once an attack occurs, the system analyzes how
the infiltration happened and learns from it to strengthen itself against future cyberattacks.

Previous examples highlight the necessity for introducing robust security measures.
Although it is not possible to guarantee total protection against attacks it is necessary to
maintain a certain level of security in order to mitigate risks as much as possible. However,
this is a difficult task given the constantly evolving nature of the field and the challenge
of introducing security measures in complex IoT applications. In this work, the authors
present a scalable architecture, based on the OpenFog reference architecture, IEEE 1934
standard [27], aimed at providing security by design in smart building applications. The
OpenFog standard promotes the use of open-source software and hardware technologies
and may be used to integrate low-cost/low-resource IoT devices. Also, the authors try to
help designers and implementers create secure applications, even if they are not experts
in cybersecurity matters. As a result, the presented approach eases the design of secure
complex smart building applications.

3. Secure Smart Buildings Based on the OpenFog Standard

This section particularizes the OpenFog security view to propose an OpenFog-compliant
secure architecture for smart buildings. The presented architecture, which evolved from [6],
integrates low-cost devices by means of free and open-source software technologies. It tries to
avoid the vulnerabilities shown in Table 1 by means of a security-by-design approach. This
architecture aims at helping non-cybersecurity experts to design and implement relatively
secure smart buildings. More specifically, the current section (1) presents an OpenFog-
compliant secure architecture for smart buildings; (2) discusses basic security mechanisms
used at smart buildings and (3) provides implementation guidelines and recommendations.

3.1. Openfog-Based Architecture for Secure Smart Buildings

This subsection presents an OpenFog-compliant secure architecture aimed at smart
buildings. This multilayer architecture is based on the following design principles:

• Anti-tampering mechanisms. All nodes must provide mechanisms to ensure that the
firmware and system software have not been tampered with. Also, physical protection
of the nodes must be guaranteed.

• Common and low-cost technologies. The architecture employs widely used technologies.
Particularly, Free and Open Source Software (FOSS) technologies and open hardware
devices are preferred.

• Zero-trust security. In order to reduce the risk of threats in the system, connectivity
among nodes is restricted to the essential services. In addition, a hierarchical structure
among nodes is proposed.

• Security Monitoring and Management. Several security appliances are used to detect
attacks, such as Firewalls, Deep Packet Inspection (DPI), Intrusion Detection and
Protection Systems (IPS/IDS) as well as System/Network Event and State Monitor-
ing Systems.

• Critical data protection. This applies to both data at rest, i.e., stored in all nodes of the
hierarchy, and data in motion, i.e., data transmitted by means of networking technologies.

3.1.1. Architecture Layers

Figure 1, overviews the multilayer architecture proposed with the main node types
found in each layer:

• Edge layer: This layer includes sensor and actuator devices involved in the opera-
tion of the buildings. Typically, these devices (1) evaluate safety and comfort-related
parameters, such as building occupancy, indoor air quality, or fire detection systems,
(2) are responsible for security operations, such as security cameras or motion sensors,
and (3) execute local operations by means of actuators, such as intelligent climate
control systems or automated lighting systems. These resource-constrained IoT de-
vices are the most exposed ones in the architecture, so in order to be included in smart
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building applications several security mechanisms must be introduced. They need
anti-tampering hardware systems to ensure software protection.

• Fog layer: This layer plays a key role in ensuring scalability and reliability. It is
divided into two sub-layers of nodes: Zone nodes and supervisory nodes. Zone nodes,
at the bottom of this layer, are responsible for specific areas in the building. These
nodes process and store data locally and execute control operations in a restricted area.
For security reasons, they are not visible from the Internet, their communication is
restricted to connecting with a set of edge devices and the supervisory nodes. Typically,
zone nodes are implemented over low-cost SBC platforms such as Raspberry Pi, or
virtualized as containers in order to be centralized. Supervisory fog nodes are at the
upper fog layer. These nodes are responsible for coordinating the operation of the
whole building by supervising the operation of the zone nodes. Also, they act as
proxies with cloud services for different operations.

• Cloud layer: This layer allows the use of certain advanced cloud services in smart
building applications. These services may be related to different operations, such as
weather forecasts, massive data storage, or data analysis. In order to avoid security
flaws, only supervisory nodes are allowed to use cloud services. Since these nodes
are exposed to the external Internet, they must be carefully configured to avoid or
minimize the effect of external attacks.

Actuators Sensors Actuators Sensors

Broker
MQTT

Broker
MQTT

Zone Node Zone NodeData store

Area Fog layer

Supervisory Node
Broker
MQTT

Supervisory Fog layer

Node Security
Manager

Edge Nodes Edge Nodes

CloudCloud Layer

Fog Layer

Edge Layer

Figure 1. OpenFog-based architecture for smart buildings.
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The architecture shown in Figure 1 is highly hierarchical, which increments scalability.
Nodes in the Edge layer, i.e., sensors and actuators, are connected by means of a separate
WiFi VLAN, implemented by a large number of WiFi access points that may cover buildings
of very big sizes, such as University Faculties. In addition, the nature of smart building
applications requires sampling times in the range of several minutes and small-size data.
Thus, the number of nodes in the architecture could be easily scaled up without affecting
the performance of the application. Edge nodes are not allowed to connect among them,
but they are connected to a set of zone nodes depending on their location in the building.
Zone nodes are connected by means of wired networks, which improves the performance
and reduces the amount of WiFi traffic.

3.1.2. Security Features

The proposed approach combines a set of mechanisms and procedures aimed at
providing confidentiality, integrity and availability, the so-called CIA triad. For instance,
the combination of encryption, permission management and strong password usage helps
to ensure data confidentiality. Access control, intrusion detection and prevention systems
safeguard information integrity, alongside network and system event monitoring [76]. Also,
keeping systems and security up to date, and using an adequate network security model,
involving topology, network segmentation, using Virtual Local Area Networks (VLANs)
and security appliances (firewalls and IPS/IDS) thwarts attacks and ensures information
availability [74]. By integrating additional services, such as memory encryption or backups,
the system gains supplementary layers of protection and operational resilience, contributing
to a more secure and reliable infrastructure.

The OpenFog standard recommends introducing diverse security features to enhance
system robustness [27]. These security features are summarized below, also there is a short
discussion on how they are implemented in the proposed architecture:

• Hardware Root of Trust: The HW-RoT is a hardware component that establishes a
secure and trusted point of initiation for the chain of trust in a system. An example of
such a component would be a security chip, such as a Trusted Platform Module (TPM),
which stores cryptographic keys and other security credentials. This chip ensures that
only trusted software and hardware are loaded during boot-up, thus creating a secure
environment for the node. In the OpenFog context, this security chip is typically
developed as part of a SoC (System on Chip), integrating various security functions
directly into the node hardware.

• Secure Communications: Secure communications among the nodes in the archi-
tecture may be achieved by means of encryption services and identity brokering
mechanisms. The cryptographic functions must ensure confidentiality (with private
keys), integrity, authentication, and key generation (with public keys), while also es-
tablishing long-term credentials (with certificates). Only communication technologies
involving security credentials and message encryption are considered able to provide
confidentiality, integrity and availability.
The MQTT protocol over TLS is suitable for Node-to-Device and Node-to-Node
communications in big smart buildings. This protocol allows client devices to receive
updates without constantly requesting them, reducing resource consumption and
making MQTT ideal for high-latency networks [77]. Despite the limitations of this
protocol, it is becoming widely adopted for resource-constrained IoT devices, since
it is fast, simple, reliable, highly scalable and with a low implementation cost. The
defense mechanisms are discussed in detail in [78]. Several MQTT implementations
regarding security issues are analyzed in [79].
The node-to-cloud communication, i.e., between the supervisory fog nodes and the
cloud, is provided by means of the HTTPS protocol. This protocol, widely accepted
on the Internet, uses encryption for secure communication over TCP/IP networks.
HTTPS encrypts the messages by means of the TLS protocol. Thus, HTTPS provides
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authentication of the accessed website and protection of the privacy and integrity of
the transmitted data.

• Network configuration: Figure 2 shows the network structure of the architecture.
In order to reduce the risk of threats in the system, connectivity among nodes will
be restricted to the essential services (zero-trust), organized in a hierarchical way.
The architecture may benefit from the use of existing communication infrastructures
already available in the buildings.
Edge nodes use corporate WiFi networks to establish Node-to-Device communication
with the zone nodes, in the fog layer. This proven technology is a flexible alternative to
connect devices in most public and private buildings since it is typically deployed to
reach every corner of the buildings by means of the existing infrastructure. The use of
a specific VLAN helps isolate different network segments and provides an additional
layer of security by restricting communication to authorized devices within this VLAN.
For security reasons, the horizontal communication among edge devices is disabled,
so that only zone nodes are allowed to connect to a group of edge devices. In addition,
all nodes, especially the nodes in the fog layer, must be protected by firewalls.
The Node-to-Cloud communication is enforced by the supervisory fog nodes. These
are the unique nodes allowed to connect to cloud services, not accessible from the
Internet neither the zone nodes nor the edge nodes. Configuration efforts must be
focused on the supervisory fog nodes.
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Figure 2. OpenFog network view for smart buildings.

• Node Management and Network Management: OpenFog introduces the concept
of Out-of-Band (OOB) management, which refers to remote control of nodes from
a centralized point, allowing the management of software, resources, security and
health monitoring of the nodes. This approach provides an additional layer of control,
as it enables administrators to manage multiple nodes from a single control node.
The Node Security Manager centralizes the tasks related to the management of the
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keys and certificates of the nodes. In some cases, existing corporate infrastructures
may be used for network security monitoring and management tasks. For example,
Directory Services Management, Firewalls, Deep Packet Inspection (DPI), Intrusion
Detection and Protection Systems (IPS/IDS) as well as System/Network Event and
State Monitoring Systems may be used to manage the connectivity among the nodes
of the architecture.

• Data storage: Protecting sensitive data, including keys, credentials, passwords and
user/device identifiers is another essential aspect of the architecture. This information,
usually stored in files, can be encrypted using different mechanisms, such as the File
Encryption Key (FEK) or the Encrypting File System (EFS). The configuration of file
system permissions in OS-based platforms may ensure that these files are accessible
only to authorized users. Finally, an adequate backup policy is essential to avoid
accidental data losses, especially in the fog layer.

• Containerization (Recommended): The use of containerization may improve the
security of the critical nodes in the fog layer since containers increase the system’s
resilience to attacks. OpenFog recommends to prioritize the use of containers over
virtual machines (VMs). It uses a lightweight executable that is more versatile and
secure than a VM due to its isolated Operating System (OS). Unlike VMs, which
share resources, this approach has its own libraries, creating a self-contained envi-
ronment. This isolation reduces cross-contamination risk and limits the impact of
security breaches, offering additional protection. Thus, fog nodes could be executed
in containers in order to provide higher security and flexibility.

3.1.3. Security Dimensions

This subsection overviews the security dimensions identified in [34] and discusses
about how they are achieved in the scope of this work. Security dimensions are provided
in different ways in the Cloud-to-Thing continuum model. Table 3 summarizes the security
mechanisms used across the OpenFog-based proposed architecture for smart buildings.
Figure 3 locates the use of some relevant mechanisms across all layers of the architecture.

1. Access control: Resource access is only granted to authorized users and devices.
These resources include network elements, stored information, information flows, or
services and applications.
The recommended way of providing access control is by means of the IEEE 802.1X
standard [80]. This approach, in combination with a centralized authentication,
authorization and accounting (AAA) management service, like Radius, provides an
authentication mechanism for connecting to a LAN or WLAN. Directory services, such
as LDAP, also play an important role in IP applications to share information about
users, systems, networks, services and applications. The use of the 802.1X standard
may not be available in some edge platforms. Although it is not recommended, if no
other means are available, the combined use of pre-shared keys and MAC addresses
may provide a minimum level of access control security for node-to-device connectivity.

2. Authentication: It allows confirmation of the validity of the identities of the commu-
nication participants (i.e., users, devices and applications). It avoids masquerading or
unauthorized attempts in communication.
All devices must provide a HW-RoT in order to establish a secure and trusted point
of initiation of the chain of trust in a system, ensuring a secure boot. The use of
credentials, e.g., X509 certificates, is also needed for providing authentication at the
nodes. Since edge nodes are not connected to the Internet, a local certificate authority
(CA) may be established locally, in the institution, to create the certificates installed in
the edge nodes.
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3. Non-repudiation: It prevents participants from denying the execution of a particular
action. It supplies evidence to prove that every event or action has been carried out.
The use of network and device logs for networking operations and local node tasks,
respectively, may assist in achieving non-repudiation features. Critical operations
should be signed with the certificates installed in the nodes.

4. Data confidentiality: Confidentiality requires that data must only be understood by
authorized participants. It involves both data at rest and data in motion.
Diverse mechanisms are used, such as encryption, access control lists and file permis-
sions. In the case of nodes with an OS, confidentiality may be enforced by encrypting
disk information or by arranging file system configuration permissions. Confiden-
tiality of data in motion is enforced by means of secure protocols over TLS, namely
MQTT and HTTPS.

5. Communication security: The information flow must be guaranteed between autho-
rized end points so that the information is not diverted or intercepted in transit.
Communication security is achieved by means of a secure stack of protocols over
TCP/IP. In the case of node-to-device communications, MQTT over TLS is used as
an application protocol. These data are transmitted over a WiFi VLAN, with access
credentials serving as the first level of security, Node-to-Node communication is
also enforced by means of MQTT over TLS, transmitted over wired networks, mostly
Ethernet. Finally, Node-to-Cloud communication is provided by the corporate TCP/IP
infrastructure involving diverse security appliances, such as corporate firewalls as
well as other devices like IDS/IPS.

6. Data integrity: Data must be correct and accurate. They must be protected against
unauthorized modification, deletion, creation and replication.
The use of encrypted protocols based on the use of certificates may guarantee the
integrity of the data in motion. Additionally, critical data should be signed in order to
ensure integrity. Access to the devices must be protected through hardware measures,
such as flash encryption or physical access control. Antimalware packages and
End Point Protection and Response (EDR) systems may contribute to protecting the
integrity of the data. Finally, a backup policy should be established to avoid accidental
data loss, especially in the fog layer.

7. Availability: There must not be a denial of authorized access to the application
services and resources. Disaster recovery solutions must be also included.
Several mechanisms may be used to ensure edge node availability. The combination
of a secure network configuration, involving network partitioning and connectivity
restrictions, increases availability. If possible, nodes should have personal firewalls in
order to restrict the connectivity to a certain number of ports and addresses. Device
firewalls may complement corporate firewalls to achieve higher availability. The use
of containerization may improve system availability. Finally, network monitoring
and management appliances, such as IDS/IPS systems, are necessary to monitor the
network and detect attacks early.

8. Privacy: Protecting the information that could be derived from observing the net-
work activity.
The combination of previous measures guarantees privacy, In particular, secure end-
to-end communications and data protection measures contribute to the privacy of the
data in the applications. Also, a secure network configuration must be established.
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Figure 3. Technologies and services across the layers of the architecture.

Table 3. Mechanisms used in the proposed OpenFog-based architecture for smart buildings to achieve
the security dimensions of the X.805 recommendation [34].

Node-to-Cloud Node-to-Node Node-to-DeviceX.805 Security
Dimensions Security Functions Security Functions Security Functions

Access control
IEEE 802.1X, Centralized AAA,
Directory services (LDAP)

IEEE 802.1X, Centralized AAA,
Directory services (LDAP)

IEEE 802.1X, Centralized AAA,
Directory services (LDAP), PSK+MAC

Authentication
HW-RoT (TPM), X509 certificates,
Credentials

HW-RoT (TPM), X509 certificates,
Credentials

HW-RoT, X509 certificates, Credentials

Non-repudiation
Network and device logs.
Signed data and operations

Network and device logs.
Signed data and operations

Network and device logs (if available).
Signed data and operations

Data confidentiality
Encryption, Access control
list and file permissions. HTTPS

Encryption, Access control list
and file permissions. MQTT
over TLS

Encryption, Access control list and
file permissions. MQTT over TLS

Communication security
HTTPS, corporate and
personal firewalls, IDS/IPS systems

MQTT over TLS, corporate
and personal firewalls, IDS/IPS

MQTT over TLS, WiFi VLAN,
corporate and personal (if aviable)
firewalls

Data integrity
File encryption systems,
Backups, Signed data,
Antimalware, EDR systems.

File encryption systems, Backups,
Signed data, Antimalware,
EDR systems.

File encryption systems, Backups,
Signed data, Antimalware,
EDR systems. (If available)

Availability

Secure network configuration
(zero-trust), network partitioning,
corporate and personal firewalls,
IDS/IPS systems. Containerization

Secure network configuration
(zero-trust), network partitioning,
corporate and personal firewalls,
IDS/IPS systems, Containerization

Secure network configuration
(zero-trust), network partitioning,
VLANs, corporate and
personal firewalls,

Privacy
Secure end-to-end communication
technologies, secure network
configuration

Secure end-to-end communication
technologies, secure network
configuration

Secure end-to-end communication
technologies, secure network
configuration



Electronics 2024, 13, 2900 15 of 31

3.2. Ensuring Security: Implementation Guidelines

This subsection presents some guidelines to help designers and programmers deploy
the OpenFog-based architecture shown in Figure 1. Some of these guidelines involve
network configuration. The steps that should be followed are detailed below:

1. Ensure that all devices in the architecture satisfy the OpenFog hardware and software
requirements. Besides HW-RoT, nodes should support symmetric key ciphers (AES
with at least 128-bit keys or Triple-DES), asymmetric key ciphers (DH, RSA, DSA,
ECDH, ECDSA or ECQV), cryptographic hash functions [81], true random number
generators [82]) and message authentication codes (CCM, GCM, GMAC, CMAC
or HMAC).

2. Create a structure of certificates. This involves creating the certificates through a
trusted Certificate Authority (CA) and installing them on the respective devices. Since
the architecture design assumes that edge nodes are not available from the internet,
the certificates installed on these nodes could be created by a local CA. Also, the
configuration of the MQTT broker must include a user key and password for all Edge
and Fog nodes in order to establish Node-to-device and node-to-node communication.

3. Encrypt the firmware in Edge devices to secure the keys used for accessing networking
services, e.g., MQTT or WiFi, as well as other sensitive data of the application.

4. Define a separate WiFi VLAN to connect all edge layer nodes. This approach provides
WiFi connectivity to all edge nodes in a more restrictive way. This approach achieves
two major benefits: reducing interference with non-smart building applications and
limiting the possibility of attacks. In addition, horizontal device-to-device commu-
nications in the Edge layer should not be allowed. Node-to-device communication,
between the Edge and Fog layers, is limited to a few zone nodes, preferably connected
to a wired network.

5. Create a hierarchy of fog nodes that can be scaled to cover buildings of different sizes.
Two types of fog nodes are used (see Figure 1): zone nodes and supervisory nodes.
Zone nodes must run an MQTT broker to provide connectivity to a set of Edge nodes.
Supervisory nodes must also run an MQTT broker to collect data from zone nodes.
They need to be able to identify each other, which is achieved using the MQTT access
configuration and associated access credentials.

6. Robust security requires running accredited anti-virus software to protect the nodes
against potential malware threats. Corporate and personal firewalls should be config-
ured to grant access to a limited number of trusted devices and ports. IPS/IDS should
detect and protect against suspicious activities.

7. To secure communication between the cloud and fog/edge nodes, HTTPS is needed
to encrypt data and apply strong authentication using certificates and multi-factor
authentication.

3.3. Prevention of Cyber-Attacks with the Security Model

Section 3 presents an architecture that implements security-by-design in smart building
IoT applications, as well as guidelines to help designers of the applications create new
applications. This subsection discusses how the presented approach copes with common
threats that affect the security of smart buildings (see Table 2).

The adoption of a zero-trust approach mitigates DoS/DDoS attacks since the network
is partitioned by means of specific VLANs. Also, the implementation of restrictive firewall
rules, at both personal firewall configuration and corporate level avoids this type of attack.
The approach limits the connectivity from only a few authorized devices by a reduced
number of TCP/IP ports. In addition, edge nodes are connected to a separate intranet not
connected to the Internet.
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Critical nodes, especially those located in the fog layer, i.e., zone and supervisory
nodes, must be located in protected areas to reduce the risk of tampering attacks. The use
of a HW-RoT also avoids tampering attacks. Sensor and actuator devices, at the edge layer,
should be protected by means of security chips to avoid, or reduce, tampering attacks.
Also, critical information, such as passwords, is protected by means of diverse mechanisms,
including file encryption systems or signed data.

The use of a restrictive network configuration, which involves network partitioning,
restricts allowed connections achieving a reduction in the number of fuzzing attacks. Thus,
the number of connected devices and the number of available connection ports is limited
to those strictly necessary, following a zero-trust approach. Also, the adoption of network
access control mechanisms, such as IEEE 802.1X or centralized AAA directory services
avoids access by non-authorized devices.

The use of both secure communication protocols, which involve encryption and
certificates, and network access mechanisms protects the authenticity to secure the network
between devices. This approach mitigates different replay attacks. Certificates are another
measure to thwart these attacks, as they validate the authentication of clients connecting to
the network.

The use of secure protocols, such as TLS, which involve the use of certificates and
encryption mechanisms, guarantees an end-to-end confidential channel to transfer infor-
mation between two entities. The use of these kinds of technologies reduces MITM attacks.
Edge nodes employ a VLAN and a secure wireless access point to repel threats such as
MITM. This configuration makes it challenging for an attacker to gain access to information.
The university’s corporate network security systems prevent the same attack at higher
layers, such as Node-to-Cloud communications.

Preventing password brute force attacks requires the use of a robust user and password
policy, along with restricting access to resources at different levels of the system. This
approach effectively thwarts potential attackers from gaining unauthorized access to system
data through password theft.

Sniffing attacks may be prevented by means of encrypted communication protocols,
such as TLS, and the use of personal and corporate firewalls, which monitor and control
inbound and outbound network traffic. However, it is recommended the use of a robust
user and password policy.

End users cannot detect IP spoofing attacks. However, this kind of attacks may be
detected by means of network monitoring, finding atypical activity patterns or incon-
sistences, e.g., outgoing packets with non-matching IP addresses The use of corporate
firewalls and IDS/IPS systems is key to avoid or mitigate this kind of attack. Certificates
are another measure to thwart IP spoofing attacks, as they validate the authentication of
clients connecting to the network.

4. Case Study

This section presents a proof-of-concept application aimed at illustrating the imple-
mentation of the presented OpenFog-related security aspects. The case study focuses on
a low-cost Indoor Environmental Quality (IEQ) system that extends the work presented
in [6]. This IEQ system is aimed at balancing the consumption of energy resources and the
comfort for the occupants in some areas of the Faculty of Engineering of Vitoria-Gasteiz.
However, this previous work did not address security aspects in its deployment, since they
were considered as an afterthought. Although security by design is a desired feature, this
is a common situation in this kind of application.

As discussed in [6], the architecture of the system is scalable. However, this proof-of-
concept involves a simplified IEQ system. Namely, it involves two nodes in the Fog layer,
one supervisory node and one zone node, and six smart nodes, of two different types, in
the Edge layer. It follows a short description of the nodes:

• Fog Layer: The IEQ fog layer comprises the supervisory and zone nodes. The su-
pervisory node is responsible for centralizing the interaction with cloud services and
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coordinating the behavior of several zone nodes at the building level. The zone node
is responsible for registering and processing the data in specific areas of the building,
but it lacks direct Internet connectivity. This node executes an algorithm, based on
Fuzzy logic, which is responsible for collecting the values of the target parameters in
local areas of the building and making a decision accordingly. This decision involves
controlling the actuator, in this case, opening or closing the window for some time.

• Edge Layer: Edge nodes (smart sensors and actuators) are scattered in selected areas
of the building. They are responsible for measuring the environmental parameters
and enforcing the response of the actuators. Prototypes of the smart nodes have been
built over an ad hoc Printed Circuit Board (PCB) that integrates the selected sensors.
In the proof-of-concept application, there are two node categories:

– Smart nodes Group A: They measure IEQ parameters, namely temperature,
humidity, and light intensity. Nodes N2, N3, N4 and N5 belong to this group in
the proof-of-concept application.

– Smart nodes Group B: These nodes measure environmental parameters, such as
the amount of CO2, and control the behavior of the actuators. Nodes N0 and N1
belong to this group, but only N0 is responsible for controlling the actuator that
opens/closes the window.

Briefly, the IEQ proof-of-concept system operates as follows: The zone node collects
the environmental parameters from all sensor nodes, such as temperature, humidity, CO2
concentration, and light intensity every five minutes. In addition, it receives the current
status of the window (closed or open) from node N0. The zone node also receives the
external environmental conditions, i.e., outside temperature and humidity, which are
proxied by the supervisory node. This node requests the external weather data from
OpenWeatherMap [83], by means of an API. With all this information, the zone node
executes a fuzzy logic algorithm [6], which determines whether the window should be
open or closed. Figure 4 shows the implementation diagram applied to the case of the study.

Figure 4. Overview of the proof-of-concept IEQ system. Nodes in red belong to Group A and nodes
in green belong to Group B.
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The IEQ application uses MQTT over TLS for implementing Node-to-Device commu-
nications. Namely, it is used to collect data from the sensor nodes and send the control
values to the actuator nodes. In this case, the application uses the corporate networking
infrastructure already deployed at the Faculty. WiFi communication covers the whole build-
ing. The definition of a WiFi VLAN segregates the traffic of the smart building application
from other applications. In addition, connectivity is restricted to authorized devices only, in-
crementing the network security. Node-to-Node communications, i.e., among supervisory
and zone nodes, is provided by means of MQTT over TLS over an already existing wired
networking infrastructure. Node-to-Cloud communication, i.e., between the supervisory
node and cloud services, is provided by means of the HTTPS protocol. The communication
in all layers, but especially with the cloud layer, is restricted by means of corporate firewalls
and IDS/IPS systems.

4.1. Components and Materials Used in the Architecture

It has been necessary to adapt the hardware devices of the experimental proof-of-
concept presented in [6] in order to satisfy the security requirements of the OpenFog
framework. It follows a short description of the employed nodes in each layer:

• Edge Layer: Edge IoT devices are the most exposed since they are scattered through-
out a wide area. Following OpenFog’s recommendations, physical protection has
been designed to encapsulate each node’s hardware. This protection safeguards the
hardware from physical tampering. In the deployed proof-of-concept, ESP32-S2-Saola-
1V1.2 boards [84] were used. They offer significant advantages in terms of cost and
availability. This board meets the requirements of the OpenFog standard, allowing
features like flash encryption and HW-RoT. Additionally, the board’s libraries enable
the implementation of security measures, such as secure network connections with
usernames and passwords, as well as the use of certificates.

• Fog Layer: This layer includes three fog nodes: zone node, supervisory node and
Node Security Manager (NMS). Desktop computers running Windows 10 were used
to implement all nodes. The zone node hosts the MQTT broker and executes envi-
ronmental control algorithms. The NSM provides additional security services, such
as the creation of certificates and key creation, using OpenSSL as well as device and
communication monitoring services. In this proof-of-concept application, the OOB
network monitoring and diagnostic tasks were carried out directly by the networking
staff, since they monitor all the traffic at the University.

4.2. Implementing Security Mechanisms

In accordance with the security dimensions outlined in Section 3, we have integrated
diverse technologies to safeguard the systems and guarantee data integrity. As [74] in-
dicates, there must be a balance between the level of security and the operability of the
system. Table 4 summarizes how the security dimensions were addressed in the proof-of-
concept application.

1. Access control: At the edge layer, the Pre-Shared Key (PSK) is used due to its ability
to provide simple but effective authentication of client devices. While the use of
stronger measures is recommended, the combination of PSK and filtering by MAC
addresses represents the minimum viable alternative for granting access to the WiFi
VLAN. In the fog layer, the Lightweight Directory Access Protocol (LDAP), associated
with corporate credentials, is implemented to ensure that only authorized personnel
can access the corresponding resources. In the Fog layer, the use of the IEEE802.1X
in combination with a centralized AAA (Authentication, Authorisation and Audit)
provides access control capabilities to the network services.

2. Authentication: At the edge layer, all smart sensors have a HW-RoT that grants a
secure boot by only running trusted software. These nodes also include flash mem-
ory encryption to protect stored data and private keys, as well as security measures
against physical fault injection attacks. At the fog layer, all devices are equipped
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with TPM NTC 7.2.1.0 version 2.0 TPM security hardware to verify their identity,
complemented by two-factor authentication, requiring username and password for
authorized personnel access. This access allows verification of the permissions as-
signed to the user, ensuring that only personnel with the appropriate authorization
can interact with the information. All layers make use of x509 certificates for robust
and consistent authentication across the communication infrastructure.

3. Non-repudiation: Within the network infrastructure, activity monitoring is carried
out on Node-to-Device, Node-to-Node and Node-to-Cloud communications. In the
presented proof of concept, network monitoring was carried out by the University
staff. In parallel, at the fog level, the computer operating system, Windows 10, has an
integrated logging mechanism that records all operations performed, thus providing
an additional layer of audit and control of system activity.

4. Data confidentiality: In the edge layer, certificates in MQTT over TLS are used for
Node-to-Device communication and credentials such as user names and passwords
to prevent unauthorized access and queries. In the fog layer, in addition to the
encryption of communications using certificates, access is controlled through a list of
user permissions, restricting access to specific areas of the system. At the cloud layer,
Node-to-Cloud communication is secured by means of the HTTPS protocol, which
encrypts communications. File permission and access control lists ensure that only
authorized personnel can access these communications.

5. Communication security: The combination of WiFi VLAN, TCP/IP, and MQTT over
TLS provides secure Node-to-Device communications, by means of encryption and
authentication. Wired networks are used for node-to-node communications in the fog
layer. In addition, the use of corporate firewalls and IDS/IPS systems implements
some security features. Node-to-Cloud communication is enforced by means of the
HTTPS protocol. In this case, security is enhanced with the use of corporate firewalls
and IDS/IPS systems, managed by the networking staff of the University.

6. Data integrity: The edge layer ensures data integrity by encrypting the flash memory
and using the Digital Signature peripheral, on the ESP32-S2-Saola-1V1.2, to generate
RSA digital signatures. This approach protects critical data and private keys from
unauthorized access. At the fog layer, the zone and supervisory nodes safeguard the
received data, using memory encryption and backups to prevent loss, while the anti-
malware and corporate EDR systems may contribute to ensuring the data integrity in
these nodes.

7. Availability: At the edge layer, only a list of authorized devices are allowed to connect
to the WiFi VLAN, following the zero trust principle. These nodes are also restricted to
prevent access to higher layers of the network, restricting the communication capabili-
ties in the network. Moving up to the fog layer, the PCs are shielded with the personal
firewall system provided by the Windows OS. This approach blocks unauthorized
access and maintains the security of the network architecture. In Node-to-Cloud
communications, the node is protected from malware attacks by a corporate anti-virus
and EDR system, complemented by corporate firewalls and IDS/IPS systems.

8. Privacy: At the edge layer, fog layer and cloud layer, the use of the previous mech-
anisms may help to improve the privacy of the applications. It is important that
network activities do not reveal private data, maintaining the confidentiality and
integrity of information across the university network.
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Table 4. Mechanisms integrated in the proof-of-concept application to achieve the security dimensions
of the X.805 recommendation [34].

Node-to-Cloud Node-to-Node Node-to-DeviceX.805 Security
Dimensions Security Functions Security Functions Security Functions

Access control
IEEE 802.1X, Centralized AAA,
Directory services (LDAP)

IEEE 802.1X, Centralized AAA,
Directory services (LDAP)

PSK+MAC

Authentication
HW-RoT (TPM), X509 certificates,
Credentials

HW-RoT (TPM), X509 certificates,
Credentials

HW-RoT, X509 certificates, Credentials

Non-repudiation
Network and device logs.
Signed data and operations

Network and device logs.
Signed data and operations

Network and device logs (if available).
Signed data and operations

Data confidentiality
Encryption, Access control
list and file permissions. HTTPS

Encryption, Access control list
and file permissions. MQTT
over TLS

Encryption. MQTT over TLS

Communication security
HTTPS, corporate and
personal firewalls, IDS/IPS systems

MQTT over TLS, corporate
and personal firewalls, IDS/IPS

MQTT over TLS, WiFi VLAN,
corporate(if available)
firewalls

Data integrity
Encrypted memory,
Backups, Signed data,
Antimalware, EDR systems.

Encrypted memory, Backups,
Signed data, Antimalware,
EDR systems.

Encrypted memory, Signed data

Availability

Secure network configuration
(zero-trust), network partitioning,
corporate and personal firewalls,
IDS/IPS systems.

Secure network configuration
(zero-trust), network partitioning,
corporate and personal firewalls,
IDS/IPS systems,

Secure network configuration
(zero-trust), network partitioning,
VLANs, corporate and
personal firewalls,

Privacy
Secure end-to-end communication
technologies, secure network
configuration

Secure end-to-end communication
technologies, secure network
configuration

Secure end-to-end communication
technologies, secure network
configuration

4.3. Following Implementation Guidelines

This subsection summarizes how the implementation guidelines have been applied in
this proof-of-concept application:

1. Fog nodes have the requirements recommended by the OpenFog standard [27] (e.g.,
TPM module, HW-RoT, personal Firewall and credentials) [85]. Edge nodes have
also been analyzed to check that ESP32-S2-Saola-1V1.2 board [84] satisfy the security
aspects required by OpenFog (e.g., Secure Boot, Flash encryption, certificates and
credentials).

2. Since this is a proof-of-concept system, self-signed certificates have been managed
manually using the Node Security Manager. Self-signed certificates offer significant
advantages [86]. Also, this is a versatile way to manage certificates for specific
intended purposes [87]. All certificates and private keys for edge devices were created
using OpenSSL [88]. The following commands are an example of the most relevant
ones
This command establishes the type of certificate, the duration, and the version and
creates the public certificate and key:

openssl req -new -x509 -days 365 -extensions v3_ca -keyout ca.key
-out ca.crt -subj /CN="ID_My_server"

After generating the public certificate and key, the broker certificate must be defined:

openssl req -out mosquitto.csr -key mosquitto.key -new -subj /CN=
"server_IP"

This last line saves the public and server certificates:

openssl x509 -req -in mosquitto.csr -CA ca.crt -CAkey ca.key -
CAcreateserial -out mosquitto.crt -days 365

The certificates for the clients are made by this command:
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openssl req -out esp.csr -key esp.key -new -subj /CN="IP_client"

3. The use of flash encryption of firmware and sensor node keys [89] and the use of TPM
modules in fog nodes ensures that devices connecting to the architecture’s network
are authorized and that data are not vulnerable.
The supervisory and zone nodes as well as the NSM node are located in a restricted
access area. These computers are equipped with restricted access policies for only uni-
versity staff. The encryption of the firmware such as the flash memory encryption, and
the secure keys used for accessing the architecture network protect the information,
communications and the system [90–92].

4. All MAC addresses of the edge nodes have been registered by the central networking
services of the Basque Country University to grant them access to the WiFi VLAN that
it is also created by them. Within the VLAN, the edge nodes are hidden from each
other. This means that if one device is hacked, it does not put the other sensor nodes
at risk, since direct connection among them is not allowed. Only the zone and NSM
nodes can connect bidirectionally with edge devices. The security configuration of
the system verifies that all devices attempting to connect are trusted by using security
keys, credentials and certificates.

5. The configuration of the MQTT broker includes the required credentials and certifi-
cates. In the MQTT setup, certificates have been activated, including client certificates,
user and password. The anonymous access has been disabled to prevent unauthorized
access to the MQTT broker. The certificates and Inbound/Outbound rules created in
the personal firewall limit the connectivity to only the devices shown in the image are
able to connect.

6. All fog nodes are equipped with the corporate antivirus software of the University.
This approach protects devices from malware and trojans, as recommended by the
Threat model (see Table 1). The Windows OS has been configured to provide personal
firewalls that restrict access from edge devices using a set of selected ports. Figure 5
shows a configuration example of the personal firewall rules in the zone node.

7. The use of LDAP directory services and the use of certificates protects against unau-
thorized access and it is used to encrypt communications. In Node-to-Cloud commu-
nication, the use of HTTPS provides a secure and reliable communication means with
the cloud application. The corporate firewall has been configured so that only trusted
devices can access the architecture’s network.

4.4. Experimental Results

This section describes briefly the operation of the proof-of-concept IEQ system de-
ployed at the facilities of the Faculty of Engineering of Vitoria-Gasteiz. Also, two situations
have been recreated that could compromise the security of the system. The behavior of
the IEQ system is analyzed when using the Wireshark and Nmap tools. Wireshark may be
easily used for a sniffing attack. The second one the Nmap application is used to explore
the devices in the WiFi VLAN trying to find out whether ports are available. By means of
these examples, the authors intend to illustrate the operation of the security protocols in
the proposed deployment.

4.4.1. Operation of the Proof-of-Concept IEQ System

Figure 6 shows the behavior of the system in operation. The flashing red lines indicate
the precise moments when the actuator is activated, triggering the opening or closing of
the windows, which is an important component for maintaining the desired environmental
balance like in [6].
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Configuration of both Inbound and Outbound rules

Type of rule: Program

Program: path of the mosquitto.exe  

Action: Allow connection

Profile: Private and Public

Name: Mosquitto.exe

Properties of both Inbound and Outbound rules 

Protocols and ports
Protocol: TCP

Specific Ports: 8883

Scope: local and remote IP derections
from devices

Figure 5. Configuration of the personal firewall rules in the zone node.

Figure 6. System response to temperature, humidity and CO2 data.
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Figure 7 shows the smart sensor node model, powered by the ESP32-S2-Saola-1V1.2
board. Table 5 summarizes the smart sensor used for this test.

Table 5. List of sensors used in the architecture.

Group A Group B

Nodes N2, N3, N4, and N5 N0 and N1
Paramaters to measure Temperature, humidity, and light intensity CO2

Sensors - BME680
- KPS-3227-SP1C - MH-Z19B

Figure 7. Prototype of CO2 smart sensor based on ESP32-S2-Saola-1V1.2.

Finally, Figure 8 offers a detailed view of the facilities where the setup was tested.
This environment has been selected to replicate the conditions under which the system
will eventually be deployed, thus ensuring that the results obtained are as relevant and
applicable as possible in real scenarios.

Figure 8. Picture of the teaching laboratory where the IEQ system was deployed.
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4.4.2. Security Tests over the IEQ System

Certain actions have been simulated in order to find security weaknesses in the proof-
of-concept IEQ system. In this way, it is possible to verify which parts of the system
successfully prevent some of the common threats identified in Table 2. Two free and
powerful software tools, namely Wireshark and Nmap, were used to simulate how an
attacker might look for vulnerabilities in the proof-of-concept IEQ system.

1. Capture of the traffic generated by the proof-of-concept IEQ system: This test
involved using the Wireshark network packet analyzer. Wireshark is a free and open-
source packet analyzer used for network troubleshooting, analysis, software and
communications protocol development among others.
In this test, Wireshark was used to capture the messages exchanged between two
nodes of the IEQ system application. These nodes were the Zone node, with the
following IP addresses: 192.168.240.217 and one Smart node type A, with IP address
192.168.240.202).
Figure 9 shows a capture of Wireshark in which it is possible to extract some informa-
tion from the network traffic, such as the IP addresses as well as the identification of
the MQTT protocol. It also detected that the reception TCP port in 192.168.240.217
was 8883, which is a common alternative when MQTT messages over TLS are sent.
This information may allow attackers to guess that the computer with IP address
192.168.240.217 is executing the MQTT broker.
The data within the TCP segment is encrypted, making it inaccessible and thereby
preventing sniffing attacks. Additionally, the TLS protocol mandates the use of
certificates that are linked to particular computers. For this reason, the presented
approach reduces several threats such as MITM attacks among others.

Figure 9. Wireshark capture of the MQTT traffic generated with the proof-of-concept IEQ system.



Electronics 2024, 13, 2900 25 of 31

2. Network exploration with Nmap: The software used, Nmap (Network Mapper),
is a free and open-source network discovery and security auditing tool. Nmap is
frequently used to discover hosts and services on a computer network by sending
packets and analyzing the responses. This application is frequently used for exploring
IP networks.
In this test a zero-trust approach was been followed. So, the network and the Firewall
were configured to restrict the number of devices. Attackers could use this technology
to identify the IP addresses of devices connected to the network and the ports used.
Figure 10 shows all devices connected to the WiFi VLAN. In the figure, it is possible
to find the IP addresses of nine devices. Devices highlighted in blue are smart nodes
powered by ESP32 boards. The IP address of the zone node is 192.168.240.217, the
supervisory node is 192.168.240.1, and the IP address of the attacker is 192.168.240.228.
Figure 10 shows that the zone node (192.168.240.217) has only one open port to accept
connections, which is 8883. Although it may be changed, this port is the default
MQTT security port for the MQTT broker used in the test. Firewalls were configured
to refuse the connections to other ports. Also, the smart nodes (in blue) did not show
any open TCP port. Finally, the supervisory node has some open ports for remote
configuration and monitoring.
The use of network scanning tools that allow obtaining MAC and IP information
poses potential risks. For this reason, the presented approach uses a configuration
that reduces the exposition in the operation network to avoid attacks. This approach
allows us to mitigate attacks such as MITM, DoS/DDoS, or IP Spoofing. The secu-
rity measures in place prevent unauthorized access and manipulation, ensuring the
integrity and resilience of our network.

Figure 10. Network exploration with Nmap.
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5. Conclusions

Modern smart building IoT applications require the efficient integration of a broad
number of heterogeneous, low-resource devices to achieve better monitoring and control
of the environmental conditions of the occupants. However, the increased connectiv-
ity and accessibility of IoT devices, combined with the common lack of robust security
in their deployment within extensive architectures such as smart buildings, result in in-
creased cyber-security threats. Consequently, smart buildings may become vulnerable
to cyber-attacks that can cause discomfort, excessive energy usage, or unexpected equip-
ment downtime. Privacy, trust and security should be ensured in smart buildings since
a security breach could affect the safety, comfort and privacy of the occupants, as well as
cause economic inconveniences. However, security issues in IoT applications require a
myriad of components (protocols, hardware and other components) to work in harmony.
This can only be achieved by outlining a holistic view of IoT systems. Unfortunately,
introducing security mechanisms in smart buildings is critical but it is not trivial. In fact,
security issues complicate the creation of smart building applications, increasing the de-
ployment cost of the applications and they are frequently considered as an afterthought. In
addition, difficulties may come up to find qualified personnel to implement the required
security mechanisms.

This work defines an architecture for smart buildings that tries to achieve security
by design and presents some guidelines to assist designers and implementers in creating
new applications. This architecture is based on the OpenFog reference architecture, which
has been selected for several reasons: (1) OpenFog, established as IEEE 1934 standard,
presents a simple and adaptable model that has been identified to be implemented in
smart homes and buildings; (2) this standard promotes the use and integration of open
hardware and software technologies; (3) the OpenFog standard considers security as a key
pillar and identifies the security requirements of the applications. The OpenFog reference
architecture allows the combination of a broad number of security mechanisms, not being
always obvious to select the best alternatives. Moreover, it does not describe clearly how to
implement these mechanisms.

The integration of all the state-of-the-art mechanisms necessary to achieve secure
smart building applications poses a considerable challenge, especially when the designers
and implementers are not experts in cybersecurity. Firstly, they must learn to use the
terminology. In this point, the presentation of use cases may guide them to create new
applications. One of the major limitations of this study is that security mechanisms are
continuously evolving in order to solve the new vulnerabilities. This requires that the
designers must adapt to the new scenarios. Also, the architecture must be able to evolve to
include new mechanisms. In the future, the authors will update the security mechanisms
used in order to adapt to evolving requirements by adopting state-of-the-art technologies.
For example, more recent security technologies, e.g., blockchain, will be evaluated for
implementation in the most critical nodes, especially in the Fog layer.
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Abbreviations
The following abbreviations are used in this manuscript:

AAA Authentication, Authorization and Accounting
AES Advanced Encryption Standard
AI Artificial Intelligence
AIoT Artificial Intelligence of Things
ANN Artificial Neural Network
CA Certificate Authority
CCM Counter with Cipher Block Chaining-Message Authentication Code
CIA Confidentiality, Integrity and Availability
CMAC Cipher-based Message Authentication Code
DDoS Distributed Denial of Service
DH Diffie-Hellman
DPI Deep Packet Inspection
DSA Digital Signature Algorithm
ECDH Elliptic Curve Diffie-Hellman
ECDSA Elliptic Curve Digital Signature Algorithm
ECQV Elliptic Curve Qu-Vanstone
EFS Encrypting File System
EDR Endpoint Detection and Response
ESM Event and State Monitoring
FEK File Encryption Key
FIPS Federal Information Processing Standards
FOSS Free and Open Source Software
GCM Galois/Counter Mode
GMAC Galois Message Authentication Code
HAS Home Automation System
HMAC Hash-based Message Authentication Code
HW-RoT Hardware Root of Trust
IAQ Indoor Air Quality
ICC Industrial Communications Consortium
IEQ Indoor Environmental Quality
IIRA Industrial Internet Reference Architecture
IMSA Intelligent Manufacturing System Architecture
IoT Internet of Things
IPS/IDS Intrusion Detection and Protection System
IVRA Industrial Value Chain Reference Architecture
LDAP Lightweight Directory Access Protocol
MAC Media Access Control
MUD Manufacturer Usage Description
NIST National Institute of Standards and Technology
NSM Node Security Manager
OOB Out-of-Band
OS Operating System
PSK Pre-Shared Key
PSP Platform Security Processor
PVC Polyvinyl Chloride
RAMI 4.0 Reference Architecture Model Industrie 4.0
RSA Rivest-Shamir-Adleman
SBC Single Board Computing
SDN Software Defined Networking
SHA Secure Hash Algorithm
SME Small or Medium-sized Enterprise
SoC System on Chip
TCB Trusted Computing Base



Electronics 2024, 13, 2900 28 of 31

TPM Trusted Platform Module
VLAN Virtual Local Area Network
VM Virtual Machine
VPN Virtual Private Network
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